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Abstract
Information-theoretic formulations of the private information retrieval (PIR) problem have
been investigated under a variety of scenarios. Symmetric private information retrieval (SPIR)
is a variant where a user is able to privately retrieve one out of K messages from N non-
colluding replicated databases without learning anything about the remaining K − 1 messages.
However, the goal of perfect privacy can be too taxing for certain applications. In this paper,
we investigate if the information-theoretic capacity of SPIR (equivalently, the inverse of the
minimum download cost) can be increased by relaxing both user and DB privacy definitions.
Such relaxation is relevant in applications where privacy can be traded for communication
efficiency.
We introduce and investigate the Asymmetric Leaky PIR (AL-PIR) model with different
privacy leakage budgets in each direction. For user privacy leakage, we bound the probability
ratios between all possible realizations of DB queries by a function of a non-negative constant
. For DB privacy, we bound the mutual information between the undesired messages, the
queries, and the answers, by a function of a non-negative constant δ. We propose a general
AL-PIR scheme that achieves an upper bound on the optimal download cost for arbitrary 
and δ. We show that the optimal download cost of AL-PIR is upper-bounded as D∗(, δ) ≤
1 + 1N−1 − δe

NK−1−1 . Second, we obtain an information-theoretic lower bound on the download
cost as D∗(, δ) ≥ 1 + 1Ne−1 − δ(Ne)K−1−1 . The gap analysis between the two bounds shows
that our AL-PIR scheme is optimal when  = 0, i.e., under perfect user privacy and it is optimal
within a maximum multiplicative gap of N−e
−
N−1 for any  > 0 and δ > 0.
1 Introduction
In the era of big data and data analytics, users who access a plethora of online services face serious
privacy risks. Their online behavior and data access patterns can be analyzed to reveal sensitive
personal information and breach their privacy [1]. One possible solution to such data leakages is
∗The work of I. Samy and L. Lazos was supported by NSF grant CNS 1813401. The work of M. Attia and
R. Tandon was supported by NSF Grants CAREER 1651492, CNS 1715947, and the 2018 Keysight Early Career
Professor Award. This work was presented in part at the 2019 IEEE International Symposium on Information Theory.
1
ar
X
iv
:2
00
6.
03
04
8v
1 
 [c
s.I
T]
  4
 Ju
n 2
02
0
to retrieve information privately by executing a private information retrieval (PIR) protocol. In a
PIR protocol, the identity of the message retrieved by the user remains secret from the database(s).
This is typically achieved at the expense of an increased communication cost to ensure that the
desired message remains hidden among others. In the pioneering work by Chor et al. [1], the authors
considered one-bit long messages. The overhead was calculated as the sum of the queries sent by
the user (upload cost) and the answers provided by the database (download cost). Under arbitrarily
large messages, the download cost becomes the dominant factor of the PIR overhead. This allows
the PIR rate to be defined as the ratio of the message size to the number of downloaded bits. The
maximum of these rates is referred to as the PIR capacity and its reciprocal as the download cost.
Since the introduction of the PIR problem in [1], an extensive body of works have investigated
efficient PIR schemes that yield either computational [2–5] or information-theoretic privacy guar-
antees [6–42]. The former achieves privacy assuming computational limitations at the DBs, where
cryptographic assumptions are invoked to preserve privacy such that NP-hard computations are re-
quired to reveal the requested message identity. In information-theoretic PIR, the DBs are assumed
to be computationally unbounded, thus achieving a higher level of assurance. Perfect privacy is
guaranteed if the queries do not reveal any information about the desired message (privacy) and
the answers are sufficient to recover it (decodability). An intuitive PIR solution is to download all
K messages from a database. In fact, this is the only way to guarantee perfect privacy in the single
database case. However, privacy comes at an impractical communication overhead.
Review of Recent Progress on Information-Theoretic PIR: A practical way to increase
the PIR capacity is to consider a distributed storage system (DSS) of N databases. Shah. et al. [6]
proposed a PIR scheme that achieves a rate of 1 − 1N when K messages are replicated across N
non-colluding databases. Later, Sun and Jafar [7] characterized the PIR capacity for any N and K
as (1+1/N+1/N2 + · · ·+1/NK−1)−1. The original scheme introduced in [7] achieves capacity when
the message size L is allowed to grow as a function of N and K. Subsequently, they characterized
the PIR capacity for a fixed message size [8]. Since the appearance of the fundamental result of Sun
and Jafar [7], numerous important and practically relevant variations of PIR have been considered.
Multi-round PIR allows multiple rounds of communication between the user and databases.
While interaction does not increase capacity, it can reduce the storage overhead at each database
[10]. Sun and Jafar [11] considered the robust PIR problem where M −N out of a total of M > N
databases fail to respond to user queries. Additionally, they characterized the capacity when T < N
databases collude and share the received queries. Tajeddine et al. [12] considered MDS-PIR for
coded databases where each message is separately coded using an (N,M) MDS code. Banawan and
Ulukus [13] derived the coded PIR capacity for arbitrary N,M , and K. Wang and Skogland [14]
showed that the PIR capacity remains 1 − MN even if each message is coded. In [15] and [16], the
scenario of N MDS-coded databases with T colluding ones was presented. However, the capacity of
this case is still an open problem (for other variants of MDS-PIR, see [17–20]). In [21] and [22], the
case of multi-message PIR, where the user can use one query to request more than one messages, was
investigated. Banawan and Ulukus [23] characterized the PIR capacity with Byzantine databases
where any subset of databases can be adversarial and respond untruthfully. In [24], Tajeddine et
al. studied the same model but in the presence of colluding databases. Banawan and Ulukus [25]
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studied PIR through a wiretap channel, where an eavesdropper tries to decode the content sent
through the channel. Other variants of PIR in the presence of eavesdroppers are studied in [26], [27].
The problem of PIR was also studied when the user has a cache or side-information, which can
be useful in increasing PIR capacity [28–32]. PIR from storage-constrained databases was studied
in [33, 43, 44], where capacity was characterized under the assumption of uncoded storage across
databases. Recently, Tian et al. [34] proposed a new capacity-achieving scheme with an optimal
message size of N −1 and a minimum upload cost. Other lines of work considered different privacy
requirements from the original PIR model in [7]. The problem of symmetric PIR (SPIR) was studied
in [9], where the user must be able to retrieve the message of interest privately (user privacy), while
at the same time the databases must avoid any information leakage about the remaining K − 1
messages (DB privacy). The SPIR optimal download cost was characterized as NN−1 with common
randomness at least α = 1N−1 bits per desired message bits. Latent-variable PIR was considered
recently in [45], where privacy is required for a latent variable describing a predefined user attribute.
Additional interesting variants of PIR can be found in [35–42].
The novel coding schemes and fundamental ideas developed in the above works have also helped
in advancing other problems beyond PIR. For instance, an interesting connection between blind in-
terference alignment (BIA) and PIR was studied in [46] showing that a good BIA scheme translates
to a good PIR protocol. Secure and private distributed matrix multiplication has been considered
in [47–51] addressing the problem of computing a product of two matrices with some constraints
on the identity of the product matrices and/or the information content in the matrices. Jia and
Jafar [17] showed the connection of the secure and private distributed matrix multiplication to one
variation of the MDS-PIR problem. Recently, the problem of private set intersection (PSI) was
studied in [52] from a PIR perspective and capacity results were obtained.
Relaxing Privacy Metrics for PIR: The above works have all focused on perfect privacy,
either for the user (as in PIR), or for both the user and the DBs (as in SPIR). The perfect privacy
requirement usually comes at the expense of high download cost and does not allow tuning the PIR
efficiency and privacy according to the application requirements. In scenarios of frequent message
retrieval, trading user or DB privacy for communication efficiency could be desirable. Ideally,
one would select a desired leakage level and then design a leakage-constrained PIR scheme that
guarantees such privacy while maximizing the PIR capacity.
A few previous works have introduced privacy definitions that relax the notion of perfect privacy.
Asonov et al. replaced privacy with the concept of repudiation [53]. The repudiation property is
achieved if some uncertainty remains about the desired message. However, this metric does not
provide any information-theoretic privacy guarantees, as repudiation is satisfied even if the retrieved
message can be identified with almost certainty. Recently, Toledo et al. [54] adopted a game-based
differential privacy definition to increase the PIR capacity at the expense of bounded privacy loss.
However, their privacy definition only captures the privacy of the submitted queries. The authors
propose several schemes that hide the query identity and study their cost. Although the query
privacy can be thought of as functional equivalent to information-theoretic PIR in some cases, it
does not satisfy the perfect privacy definition.
In our prior work, we introduced the Leaky PIR (L-PIR) where a bounded amount of leakage
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is allowed about the message identity [55]. We adopted a concept similar to differential privacy to
bound the leakage as a function of a non-negative constant . The leakage in privacy is achieved by
constructing multiple biased “retrieval paths” across databases where each path realizes one query
per database. Lin et al. [56, 57] relaxed user privacy by allowing bounded mutual information
between the queries and the corresponding requested message index. Unlike [56, 57], which deal
with the average leakage (measured by mutual information), the L-PIR model in [55] satisfies the
privacy leakage constraints strictly for all possible query/message index combinations, and thus
provides stronger privacy guarantees.
In another recent work, Guo et al. [58] considered the problem of SPIR with perfect user privacy
and relaxed DB privacy. DB privacy was relaxed by allowing a bounded mutual information (no
more than δ) between the undesired messages, the queries, and the answers received by the user.
Similar to the original work on SPIR in [9], SPIR with relaxed DB privacy in [58] requires sharing
common randomness among DBs and comes at the expense of a loss in the PIR capacity.
Summary of contributions– We investigate a three-way tradeoff between user privacy, DB
privacy, and the communication efficiency of PIR. We study the problem of Asymmetric Leaky
PIR (AL-PIR) where some information about the identity of the desired message is allowed to leak
to the DBs, and some information about the undesired messages is allowed to leak to the user.
The goal is to trade privacy in both directions for achieving gains in PIR capacity, thus making
PIR more communication-efficient. For user privacy, we adopt the metric introduced in our prior
work [55], where the privacy bound is determined as a function of a non-negative constant . For
bounding DB privacy, we adopt a mutual information-based leakage metric to be bounded by a
non-negative constant δ. We next summarize the main contributions:
• We propose an AL-PIR scheme that satisfies the leakage budgets in both directions for ar-
bitrary values of (, δ), an arbitrary number of K messages, and an arbitrary number of
N databases. The achievable download cost of this scheme is given by D(, δ) = 1 + 1N−1 −
δe
NK−1−1 . This cost also represents an upper bound on the optimal download cost (lower bound
on the capacity) of the AL-PIR. We use an alternate perfect privacy PIR scheme that follows
a path-based approach, where a user’s query is equivalent to selecting one of several possible
paths across databases. A path is defined as a set of queries, one per database, that achieves
decodability, however different paths incur different download costs. We leverage this cost
imbalance to introduce leakage through the idea of biasing the path selection probabilities. A
path giving a lower download cost can be used more frequently compared to higher download
cost paths. This biasing introduces user privacy leakage. The path selection probabilities are
chosen to minimize the download cost while satisfying the privacy budget, measured by . To
achieve DB privacy, our scheme requires sharing common randomness among databases. We
combine the path-based approach with the ideas of the scheme presented in [58] to arrive at
our general AL-PIR scheme. In particular, achieving a DB privacy leakage of no more than
δL bits, requires common randomness given by
(
1
N−1 − e
+NK−1−1
NK−1−1 δ
)
L bits, which represents
an upper bound on the optimal common randomness size.
• We present a converse proof to obtain a lower bound on the optimum download cost (upper
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User
<latexit sha1_base64="0qXeNxN1JhUF+MnWDk97iqejmJU=">AAAB6nicbVBNS8NAEJ34We tX1aOXxSJ4Kkkv6q3oxWMFYwttKJvtpF26uwm7G6GE/gUvHlS8+ou8+W9M2hy09cHA470ZZuaFieDGuu63s7a+sbm1Xdmp7u7tHxzWjo4fTZxqhj6LRay7ITUouELfciuwm2ikMhTYCSe3hd95Q m14rB7sNMFA0pHiEWfUFpJvUA9qdbfhzkFWiVeSOpRoD2pf/WHMUonKMkGN6XluYoOMasuZwFm1nxpMKJvQEfZyqqhEE2TzW2fkPFeGJIp1XsqSufp7IqPSmKkM805J7dgse4X4n9dLbXQVZFwlq UXFFouiVBAbk+JxMuQamRXTnFCmeX4rYWOqKbN5PNU8BG/55VXiNxvXDe++WW/dlGlU4BTO4AI8uIQW3EEbfGAwhmd4hTdHOi/Ou/OxaF1zypkT+APn8weDC44T</latexit><latexit sha1_base64="0qXeNxN1JhUF+MnWDk97iqejmJU=">AAAB6nicbVBNS8NAEJ34We tX1aOXxSJ4Kkkv6q3oxWMFYwttKJvtpF26uwm7G6GE/gUvHlS8+ou8+W9M2hy09cHA470ZZuaFieDGuu63s7a+sbm1Xdmp7u7tHxzWjo4fTZxqhj6LRay7ITUouELfciuwm2ikMhTYCSe3hd95Q m14rB7sNMFA0pHiEWfUFpJvUA9qdbfhzkFWiVeSOpRoD2pf/WHMUonKMkGN6XluYoOMasuZwFm1nxpMKJvQEfZyqqhEE2TzW2fkPFeGJIp1XsqSufp7IqPSmKkM805J7dgse4X4n9dLbXQVZFwlq UXFFouiVBAbk+JxMuQamRXTnFCmeX4rYWOqKbN5PNU8BG/55VXiNxvXDe++WW/dlGlU4BTO4AI8uIQW3EEbfGAwhmd4hTdHOi/Ou/OxaF1zypkT+APn8weDC44T</latexit><latexit sha1_base64="0qXeNxN1JhUF+MnWDk97iqejmJU=">AAAB6nicbVBNS8NAEJ34We tX1aOXxSJ4Kkkv6q3oxWMFYwttKJvtpF26uwm7G6GE/gUvHlS8+ou8+W9M2hy09cHA470ZZuaFieDGuu63s7a+sbm1Xdmp7u7tHxzWjo4fTZxqhj6LRay7ITUouELfciuwm2ikMhTYCSe3hd95Q m14rB7sNMFA0pHiEWfUFpJvUA9qdbfhzkFWiVeSOpRoD2pf/WHMUonKMkGN6XluYoOMasuZwFm1nxpMKJvQEfZyqqhEE2TzW2fkPFeGJIp1XsqSufp7IqPSmKkM805J7dgse4X4n9dLbXQVZFwlq UXFFouiVBAbk+JxMuQamRXTnFCmeX4rYWOqKbN5PNU8BG/55VXiNxvXDe++WW/dlGlU4BTO4AI8uIQW3EEbfGAwhmd4hTdHOi/Ou/OxaF1zypkT+APn8weDC44T</latexit><latexit sha1_base64="0qXeNxN1JhUF+MnWDk97iqejmJU=">AAAB6nicbVBNS8NAEJ34We tX1aOXxSJ4Kkkv6q3oxWMFYwttKJvtpF26uwm7G6GE/gUvHlS8+ou8+W9M2hy09cHA470ZZuaFieDGuu63s7a+sbm1Xdmp7u7tHxzWjo4fTZxqhj6LRay7ITUouELfciuwm2ikMhTYCSe3hd95Q m14rB7sNMFA0pHiEWfUFpJvUA9qdbfhzkFWiVeSOpRoD2pf/WHMUonKMkGN6XluYoOMasuZwFm1nxpMKJvQEfZyqqhEE2TzW2fkPFeGJIp1XsqSufp7IqPSmKkM805J7dgse4X4n9dLbXQVZFwlq UXFFouiVBAbk+JxMuQamRXTnFCmeX4rYWOqKbN5PNU8BG/55VXiNxvXDe++WW/dlGlU4BTO4AI8uIQW3EEbfGAwhmd4hTdHOi/Ou/OxaF1zypkT+APn8weDC44T</latexit>
Requests message k1
<latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit><latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit><latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit><latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit>
Requests message k1
<latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit><latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit><latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit><latexit sha1_base64="UwskfCFJ+NTW+14poLsI3Gm7Gh0=">AAAB/nicdVDLSgMxFM3UV62vUcGNm2AruBpmaqWdX dGNyyrWFtpSMumdNjTzMMkIZezCX3HjQsWt3+HOvzF9CCp6IHA4517OzfFizqSy7Q8js7C4tLySXc2trW9sbpnbO9cySgSFOo14JJoekcBZCHXFFIdmLIAEHoeGNzyb+I1bEJJF4ZUaxdAJSD9kPqNEaalr7l3CTQJSSRyAlKQPuDDsOoWumbctu1w +cUvYtkpOpejYmrhOpXTsYseyp8ijOWpd873di2gSQKgoJ1K2HDtWnZQIxSiHca6dSIgJHeqElqYh0XGddHr/GB9qpYf9SOgXKjxVv2+kJJByFHh6MiBqIH97E/Evr5Uov9JJWRgnCkI6C/ITjlWEJ2XgHhNAFR9pQqhg+lZMB0QQqnRlOV3C10/x /6RetFzLuSjmq6fzNrJoHx2gI+SgMqqic1RDdUTRHXpAT+jZuDcejRfjdTaaMeY7u+gHjLdPrSiVbw==</latexit>
I(W[1:K]\k1 ;Q
(k1)
[1:N ], A
(k1)
[1:N ])   L,
<latexit sha1_base64="VtY5E4W CG1baEcQVsRK0e5+DL/Q=">AAACM3icbZDPSxtBFMdnbdWYqk3bo5ehoR BBwq4UWttL2l6USEnANEJ2XWYnL8mQ2dntzNtCWPaP8uIf0osIHlS8+j84 +XGosV8Y+PJ57/HmfaNUCoOue+WsvHi5urZe2ii/2tzafl158/aXSTLNo cMTmejTiBmQQkEHBUo4TTWwOJLQjcY/pvXuH9BGJOoEJykEMRsqMRCcoU VhpXlU64Z5z/vSDHwDGAuVGToOveJre4Z/BsVZXrNgt9j7tkx2fQm/qd8H iYwe74WVqlt3Z6LPjbcwVbJQK6z89fsJz2JQyCUzpue5KQY50yi4hKLsZ wZSxsdsCD1rFYvBBPns6IJ+sKRPB4m2TyGd0X8nchYbM4kj2xkzHJnl2h T+r9bLcPA5yIVKMwTF54sGmaSY0GmCtC80cJQTaxjXwv6V8hHTjKPNuWx D8JZPfm46+/WDutf+WG18X6RRIjvkPakRj3wiDXJIWqRDODknl+SG3DoXz rVz59zPW1ecxcw78kTOwyOg76ib</latexit><latexit sha1_base64="VtY5E4W CG1baEcQVsRK0e5+DL/Q=">AAACM3icbZDPSxtBFMdnbdWYqk3bo5ehoR BBwq4UWttL2l6USEnANEJ2XWYnL8mQ2dntzNtCWPaP8uIf0osIHlS8+j84 +XGosV8Y+PJ57/HmfaNUCoOue+WsvHi5urZe2ii/2tzafl158/aXSTLNo cMTmejTiBmQQkEHBUo4TTWwOJLQjcY/pvXuH9BGJOoEJykEMRsqMRCcoU VhpXlU64Z5z/vSDHwDGAuVGToOveJre4Z/BsVZXrNgt9j7tkx2fQm/qd8H iYwe74WVqlt3Z6LPjbcwVbJQK6z89fsJz2JQyCUzpue5KQY50yi4hKLsZ wZSxsdsCD1rFYvBBPns6IJ+sKRPB4m2TyGd0X8nchYbM4kj2xkzHJnl2h T+r9bLcPA5yIVKMwTF54sGmaSY0GmCtC80cJQTaxjXwv6V8hHTjKPNuWx D8JZPfm46+/WDutf+WG18X6RRIjvkPakRj3wiDXJIWqRDODknl+SG3DoXz rVz59zPW1ecxcw78kTOwyOg76ib</latexit><latexit sha1_base64="VtY5E4W CG1baEcQVsRK0e5+DL/Q=">AAACM3icbZDPSxtBFMdnbdWYqk3bo5ehoR BBwq4UWttL2l6USEnANEJ2XWYnL8mQ2dntzNtCWPaP8uIf0osIHlS8+j84 +XGosV8Y+PJ57/HmfaNUCoOue+WsvHi5urZe2ii/2tzafl158/aXSTLNo cMTmejTiBmQQkEHBUo4TTWwOJLQjcY/pvXuH9BGJOoEJykEMRsqMRCcoU VhpXlU64Z5z/vSDHwDGAuVGToOveJre4Z/BsVZXrNgt9j7tkx2fQm/qd8H iYwe74WVqlt3Z6LPjbcwVbJQK6z89fsJz2JQyCUzpue5KQY50yi4hKLsZ wZSxsdsCD1rFYvBBPns6IJ+sKRPB4m2TyGd0X8nchYbM4kj2xkzHJnl2h T+r9bLcPA5yIVKMwTF54sGmaSY0GmCtC80cJQTaxjXwv6V8hHTjKPNuWx D8JZPfm46+/WDutf+WG18X6RRIjvkPakRj3wiDXJIWqRDODknl+SG3DoXz rVz59zPW1ecxcw78kTOwyOg76ib</latexit><latexit sha1_base64="VtY5E4W CG1baEcQVsRK0e5+DL/Q=">AAACM3icbZDPSxtBFMdnbdWYqk3bo5ehoR BBwq4UWttL2l6USEnANEJ2XWYnL8mQ2dntzNtCWPaP8uIf0osIHlS8+j84 +XGosV8Y+PJ57/HmfaNUCoOue+WsvHi5urZe2ii/2tzafl158/aXSTLNo cMTmejTiBmQQkEHBUo4TTWwOJLQjcY/pvXuH9BGJOoEJykEMRsqMRCcoU VhpXlU64Z5z/vSDHwDGAuVGToOveJre4Z/BsVZXrNgt9j7tkx2fQm/qd8H iYwe74WVqlt3Z6LPjbcwVbJQK6z89fsJz2JQyCUzpue5KQY50yi4hKLsZ wZSxsdsCD1rFYvBBPns6IJ+sKRPB4m2TyGd0X8nchYbM4kj2xkzHJnl2h T+r9bLcPA5yIVKMwTF54sGmaSY0GmCtC80cJQTaxjXwv6V8hHTjKPNuWx D8JZPfm46+/WDutf+WG18X6RRIjvkPakRj3wiDXJIWqRDODknl+SG3DoXz rVz59zPW1ecxcw78kTOwyOg76ib</latexit>
Figure 1: Asymmetric leaky private information retrieval (AL-PIR) problem.
bound on capacity). This bound is characterized by D∗(, δ) ≥ 1 + 1Ne−1 − δ(Ne)K−1−1 . The
upper and lower bounds are shown to match each other at extreme values of epsilon ( = 0;
 → ∞) and for any δ. Moreover, we show through gap analysis that our upper and lower
bounds are within a maximum multiplicative gap of N−e
−
N−1 for any  > 0 and δ ≥ 0.
• We derive a lower bound on the optimal required common randomness at the databases. This
bound characterizes that achieving a DB privacy leakage of no more than δL bits, requires
shared randomness of size no less than ( 1Ne−1 − (Ne
)K−1
(Ne)K−1−1δ)L bits.
• We investigate the tradeoffs AL-PIR variations in both sides of leakage as special cases of our
general (, δ) AL-PIR scheme. In particular, we show a three-way tradeoff between download
cost, user privacy, and DB privacy, such that enhancing one of them would be at the expense
of the other two. We also show matching results for the following special cases for our derived
bounds on the AL-PIR model: a) perfect user privacy (original PIR) [7], b) perfect user and
DB privacy (SPIR) [9], c) Leaky user privacy (L-PIR) [55], and d) perfect user privacy and
leaky DB privacy [58].
2 System Model: Asymmetric Leaky PIR
We study the PIR problem illustrated in Figure 1. We consider N databases DB1, DB2,. . ., DBN
and K independent messages W1,W2, . . . ,WK , each of size L bits, such that
H(W1,W2, · · · ,WK) =
K∑
k=1
H(Wk), (1)
H(W1) = H(W2) = · · · = H(WK) = L. (2)
A user interested in privately retrieving Wk, k ∈ [1 : K]1 sends N separate queries Q(k)1 , · · · , Q(k)N
to each of the N DBs, where Q
(k)
n denotes the query sent to the nth database (DBn), n ∈ [1 : N ],
1Notation: Through this work, we use the notation [1 : X] to represent the set of integers from 1 to X.
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when retrieving message Wk. The N DBs are assumed to be replicated and non-colluding, i.e.,
they store all the K messages and they do not share the queries received from the user. We also
assume the DBs are interested in achieving privacy, i.e., the user must only decode the requested
message subject to a leakage constraint. To achieve DB privacy, the N DBs are allowed to share
common randomness denoted by a random variable S of size αL bits, i.e., H(S) = αL. Moreover,
S is not known to the user.
Upon receiving Q
(k)
n , the nth database generates the corresponding answer A
(k)
n as a determin-
istic function of the query Q
(k)
n , the K messages, and the shared common randomness S, i.e.,
H
(
A(k)n |Q(k)n ,W1, . . . ,WK , S
)
= 0. (3)
The user must be able to decode the desired message Wk upon receiving the answers from the N
databases. Formally, the AL-PIR scheme must satisfy the following correctness, user privacy, and
DB privacy constraints.
Correctness: Given queries Q
(k)
[1:N ] , {Q
(k)
1 , · · · , Q(k)N }, the user must be able to decode the
desired message Wk, with probability of error Pe, by collecting the corresponding answers A
(k)
[1:N ] ,
{A(k)1 , · · · , A(k)N } from the N DBs, i.e.,
H
(
Wk|Q(k)[1:N ], A
(k)
[1:N ]
)
= o(L)L, (4)
where o(L) is any function that approaches zero as L→∞. o(L) is set to zero if Pe is required to
be exactly zero.
δ−DB privacy: In the original SPIR formulation [9], the authors assume no leakage to the
user about the undesired messages. For a desired message Wk, perfect DB privacy is satisfied if
I
(
W[1:K]\k;Q
(k)
[1:N ], A
(k)
[1:N ]
)
= 0, ∀k ∈ [1 : K], (5)
where W[1:K]\k , (W1, . . . ,Wk−1,Wk+1, . . . ,WK) is the set of all messages except Wk. In this work,
we relax this condition by assuming a general leaky DB privacy constraint. The leaked information
about the undesired messages must be bounded as,
I(W[1:K]\k;Q
(k)
[1:N ], A
(k)
[1:N ]) ≤ δL, ∀k ∈ [1 : K], (6)
where δ ≥ 0 is a non-negative constant.
−user privacy: Under perfect user privacy, the privacy constraints are expressed as,
(A(k1)n , Q
(k1)
n ,W1, · · · ,WK) ∼ (A(k2)n , Q(k2)n ,W1, · · · ,WK), ∀k1, k2 ∈ [1 : K]. (7)
This guarantees that the submitted queries are always independent of the message index. The
previous constraint can be alternatively expressed as,
(A(k1)n , Q
(k1)
n |WΩ) ∼ (A(k2)n , Q(k2)n |WΩ), ∀k1, k2 ∈ [1 : K], (8)
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where WΩ is any subset of the K messages, i.e., WΩ ⊆ {W1, . . . ,WK}. In this work, the privacy
constraint is relaxed such that given any subset WΩ of the K messages, the following likelihood
ratio is bounded as follows:
Pr{Q(k1)n = pi,A(k1)n = γ|WΩ}
Pr{Q(k2)n = pi,A(k2)n = γ|WΩ}
≤ e, ∀k1, k2 ∈ [1 : K], ∀n ∈ [1 : N ], (9)
where pi and γ represent any possible realizations for the queries and answers, respectively and 
is a non-negative constant. Unlike perfect user privacy constraint which ensures that queries and
answers are independent of the message index, the leaky privacy definition allows some queries and
answers to be used more frequently when certain messages are retrieved. By setting  = 0, the
−user privacy definition in (9) becomes equivalent to the perfect privacy constraint in (8).
Other leaky user privacy definitions: To relax DB privacy, we adopt the mutual information
metric in [58]. On the other hand, we use the probability metric we introduced in [55] to bound
the leakage of user privacy. The latter metric strictly satisfies the privacy constraint for all possible
query/message index combinations. We note that there are other weaker metrics one can use for
relaxing user privacy. In [56], Lin et al. proposed a metric η that gives a bound on the average
privacy leakage over all databases for a desired message index given by a random variable θ ∈ [1 : K]
such that,
1
N
N∑
n=1
I(θ;Q(θ)n ) ≤ η. (10)
Jia et al. introduced the following privacy constraint [48],
H(A(k+1)n |W1, . . . ,Wk)−H(A(k)n |W1, . . . ,Wk) = ρL, ∀k ∈ [1 : K], ∀n ∈ [1 : N ], (11)
where parameter ρ controls the leakage budget, with 0 ≤ ρ ≤ 1N . In contrast to our -user privacy
definition in (9), both of the metrics provide average privacy guarantees, i.e., they bound the
average privacy leakage over all possible retrieval schemes. This means that the privacy leakage is
allowed to exceed the required bound in the case of individual message retrievals. In this work, we
extend the definition in (7) to investigate the scenario when the distribution of the sent queries and
the corresponding answers is allowed to depend on the requested message index within predefined
limits. Also, the AL-PIR model satisfies the −user privacy definition strictly over all possible
realizations of answers and queries. This ensures that leakage is always within the allowed budget
 for all individual message retrievals.
Communication Cost: To evaluate the performance of the AL-PIR scheme, we adopt the Shan-
non theoretic formulation where the message size is assumed to be arbitrarily long and therefore,
the upload cost is negligible compared to the download cost [7]. In this case, the AL-PIR rate is the
reciprocal of the download cost D(, δ), which characterizes the total information bits the user has
to download to retrieve one desired message bit. Let D,δ be the total number of downloaded bits
to retrieve message Wk, for some  and δ, and L be the size of the desired message. The normalized
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download cost is given by,
D(, δ) =
D,δ
L
=
∑
nH(A
(k)
n )
H(Wk)
. (12)
We say that the pair (L,D,δ) is achievable if there exists an AL-PIR scheme that satisfies the
correctness, DB privacy, and user privacy conditions in (4), (6), and (9), respectively, and can
retrieve a message of size L bits by downloading a total of D,δ bits. Our goal is to find the optimal
download cost D∗(, δ) such that
D∗(, δ) = min{D,δ/L : (L,D,δ) is achievable}. (13)
The capacity of the AL-PIR C∗(, δ) is the reciprocal of D∗(, δ),
C∗(, δ) = max{L/D,δ : (L,D,δ) is achievable}. (14)
Optimal common randomness size: We are also interested in characterizing the fundamental
limits of common randomness S needed to be stored at the databases. In general, the common
randomness size α is a function of the privacy budget parameters (, δ). Therefore, in the following
discussion, we use the notation H(S) = α(, δ)L. We define α∗(, δ) as the minimum common
randomness size that satisfies the correctness, DB privacy, and user privacy conditions in (4), (6),
and (9), respectively, i.e.,
α∗(, δ) = min{α(, δ) : (4), (6), and (9) are satisfied}. (15)
3 Main Results and Discussion
In this section, we present our main results on the optimal download cost and the required amount
of shared randomness for AL-PIR. Given desired privacy budgets  and δ for the user and DB
privacy leakage, respectively, we state our main results in the following Theorems.
Theorem 1 Define d1(, δ) := 1 +
1
N−1 − δe

NK−1−1 . For N ≥ 2 and shared randomness S with size
H(S) ≥ α1(, δ)L, where
α1(, δ) =
 1N−1 − e
+NK−1−1
NK−1−1 δ, 0 ≤ δ < δ1(),
0, δ > δ1(),
(16)
the optimal download cost of AL-PIR, satisfying both the −user privacy and δ−DB privacy defi-
nitions, is upper-bounded by
D∗(, δ) ≤ DUB(, δ) =
d1(, δ), 0 ≤ δ < δ1(),d1(, δ1()), δ ≥ δ1(). (17)
In (16) and (17), δ1() is the maximum DB privacy leakage (when no common randomness is
required, i.e., α1(, δ) = 0) which is a function of the allowed user privacy leakage , and is given
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<latexit sha1_base64="A0NFexfLZ3I8OaDfEJrGBp xwv+g=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0hEUA9C0YvHCsYWmlA2m0m7dPPB7kYopX/DiwcVr/4ab/4b t20O2vpg4PHeDDPzwlxwpR3n26qsrK6tb1Q3a1vbO7t79f2DR5UVkqHHMpHJTkgVCp6ip7kW2Mkl0iQU2A6Ht1O/ /YRS8Sx90KMcg4T2Ux5zRrWRfD9CoSm5Jo593qs3HNuZgSwTtyQNKNHq1b/8KGNFgqlmgirVdZ1cB2MqNWcCJzW/ UJhTNqR97Bqa0gRVMJ7dPCEnRolInElTqSYz9ffEmCZKjZLQdCZUD9SiNxX/87qFji+DMU/zQmPK5oviQhCdkWkA JOISmRYjQyiT3NxK2IBKyrSJqWZCcBdfXibemX1lu/fnjeZNmUYVjuAYTsGFC2jCHbTAAwY5PMMrvFmF9WK9Wx/z 1opVzhzCH1ifP4ZckDs=</latexit><latexit sha1_base64="A0NFexfLZ3I8OaDfEJrGBp xwv+g=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0hEUA9C0YvHCsYWmlA2m0m7dPPB7kYopX/DiwcVr/4ab/4b t20O2vpg4PHeDDPzwlxwpR3n26qsrK6tb1Q3a1vbO7t79f2DR5UVkqHHMpHJTkgVCp6ip7kW2Mkl0iQU2A6Ht1O/ /YRS8Sx90KMcg4T2Ux5zRrWRfD9CoSm5Jo593qs3HNuZgSwTtyQNKNHq1b/8KGNFgqlmgirVdZ1cB2MqNWcCJzW/ UJhTNqR97Bqa0gRVMJ7dPCEnRolInElTqSYz9ffEmCZKjZLQdCZUD9SiNxX/87qFji+DMU/zQmPK5oviQhCdkWkA JOISmRYjQyiT3NxK2IBKyrSJqWZCcBdfXibemX1lu/fnjeZNmUYVjuAYTsGFC2jCHbTAAwY5PMMrvFmF9WK9Wx/z 1opVzhzCH1ifP4ZckDs=</latexit><latexit sha1_base64="A0NFexfLZ3I8OaDfEJrGBp xwv+g=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0hEUA9C0YvHCsYWmlA2m0m7dPPB7kYopX/DiwcVr/4ab/4b t20O2vpg4PHeDDPzwlxwpR3n26qsrK6tb1Q3a1vbO7t79f2DR5UVkqHHMpHJTkgVCp6ip7kW2Mkl0iQU2A6Ht1O/ /YRS8Sx90KMcg4T2Ux5zRrWRfD9CoSm5Jo593qs3HNuZgSwTtyQNKNHq1b/8KGNFgqlmgirVdZ1cB2MqNWcCJzW/ UJhTNqR97Bqa0gRVMJ7dPCEnRolInElTqSYz9ffEmCZKjZLQdCZUD9SiNxX/87qFji+DMU/zQmPK5oviQhCdkWkA JOISmRYjQyiT3NxK2IBKyrSJqWZCcBdfXibemX1lu/fnjeZNmUYVjuAYTsGFC2jCHbTAAwY5PMMrvFmF9WK9Wx/z 1opVzhzCH1ifP4ZckDs=</latexit><latexit sha1_base64="A0NFexfLZ3I8OaDfEJrGBp xwv+g=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0hEUA9C0YvHCsYWmlA2m0m7dPPB7kYopX/DiwcVr/4ab/4b t20O2vpg4PHeDDPzwlxwpR3n26qsrK6tb1Q3a1vbO7t79f2DR5UVkqHHMpHJTkgVCp6ip7kW2Mkl0iQU2A6Ht1O/ /YRS8Sx90KMcg4T2Ux5zRrWRfD9CoSm5Jo593qs3HNuZgSwTtyQNKNHq1b/8KGNFgqlmgirVdZ1cB2MqNWcCJzW/ UJhTNqR97Bqa0gRVMJ7dPCEnRolInElTqSYz9ffEmCZKjZLQdCZUD9SiNxX/87qFji+DMU/zQmPK5oviQhCdkWkA JOISmRYjQyiT3NxK2IBKyrSJqWZCcBdfXibemX1lu/fnjeZNmUYVjuAYTsGFC2jCHbTAAwY5PMMrvFmF9WK9Wx/z 1opVzhzCH1ifP4ZckDs=</latexit>
  = 4⇥ 10 6
<latexit sha1_base64="KN8+2CPsFdEZhnuaRBBxIpwi5VA=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSPGxEIpuXFY wttDEMplM2qGTBzM3QgnZ+CtuXKi49Tfc+TdOHwttPXDhcM693HuPnwquwLK+jdLC4tLySnm1sra+sbllbu/cqySTlDk0EYls+0QxwWPmAAfB2qlkJPIFa/mD65HfemRS8SS+g2HKvIj0Yh5ySkBLXXPPDZgAgi9x3QUeMWVbD/nxadE1q1bNGgPPE3tKqmiKZtf8 coOEZhGLgQqiVMe2UvByIoFTwYqKmymWEjogPdbRNCZ6l5ePHyjwoVYCHCZSVwx4rP6eyEmk1DDydWdEoK9mvZH4n9fJIDz3ch6nGbCYThaFmcCQ4FEaOOCSURBDTQiVXN+KaZ9IQkFnVtEh2LMvzxPnpHZRs2/r1cbVNI0y2kcH6AjZ6Aw10A1qIgdRVKBn9Ire jCfjxXg3PiatJWM6s4v+wPj8ATkulRQ=</latexit><latexit sha1_base64="KN8+2CPsFdEZhnuaRBBxIpwi5VA=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSPGxEIpuXFY wttDEMplM2qGTBzM3QgnZ+CtuXKi49Tfc+TdOHwttPXDhcM693HuPnwquwLK+jdLC4tLySnm1sra+sbllbu/cqySTlDk0EYls+0QxwWPmAAfB2qlkJPIFa/mD65HfemRS8SS+g2HKvIj0Yh5ySkBLXXPPDZgAgi9x3QUeMWVbD/nxadE1q1bNGgPPE3tKqmiKZtf8 coOEZhGLgQqiVMe2UvByIoFTwYqKmymWEjogPdbRNCZ6l5ePHyjwoVYCHCZSVwx4rP6eyEmk1DDydWdEoK9mvZH4n9fJIDz3ch6nGbCYThaFmcCQ4FEaOOCSURBDTQiVXN+KaZ9IQkFnVtEh2LMvzxPnpHZRs2/r1cbVNI0y2kcH6AjZ6Aw10A1qIgdRVKBn9Ire jCfjxXg3PiatJWM6s4v+wPj8ATkulRQ=</latexit><latexit sha1_base64="KN8+2CPsFdEZhnuaRBBxIpwi5VA=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSPGxEIpuXFY wttDEMplM2qGTBzM3QgnZ+CtuXKi49Tfc+TdOHwttPXDhcM693HuPnwquwLK+jdLC4tLySnm1sra+sbllbu/cqySTlDk0EYls+0QxwWPmAAfB2qlkJPIFa/mD65HfemRS8SS+g2HKvIj0Yh5ySkBLXXPPDZgAgi9x3QUeMWVbD/nxadE1q1bNGgPPE3tKqmiKZtf8 coOEZhGLgQqiVMe2UvByIoFTwYqKmymWEjogPdbRNCZ6l5ePHyjwoVYCHCZSVwx4rP6eyEmk1DDydWdEoK9mvZH4n9fJIDz3ch6nGbCYThaFmcCQ4FEaOOCSURBDTQiVXN+KaZ9IQkFnVtEh2LMvzxPnpHZRs2/r1cbVNI0y2kcH6AjZ6Aw10A1qIgdRVKBn9Ire jCfjxXg3PiatJWM6s4v+wPj8ATkulRQ=</latexit><latexit sha1_base64="KN8+2CPsFdEZhnuaRBBxIpwi5VA=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSPGxEIpuXFY wttDEMplM2qGTBzM3QgnZ+CtuXKi49Tfc+TdOHwttPXDhcM693HuPnwquwLK+jdLC4tLySnm1sra+sbllbu/cqySTlDk0EYls+0QxwWPmAAfB2qlkJPIFa/mD65HfemRS8SS+g2HKvIj0Yh5ySkBLXXPPDZgAgi9x3QUeMWVbD/nxadE1q1bNGgPPE3tKqmiKZtf8 coOEZhGLgQqiVMe2UvByIoFTwYqKmymWEjogPdbRNCZ6l5ePHyjwoVYCHCZSVwx4rP6eyEmk1DDydWdEoK9mvZH4n9fJIDz3ch6nGbCYThaFmcCQ4FEaOOCSURBDTQiVXN+KaZ9IQkFnVtEh2LMvzxPnpHZRs2/r1cbVNI0y2kcH6AjZ6Aw10A1qIgdRVKBn9Ire jCfjxXg3PiatJWM6s4v+wPj8ATkulRQ=</latexit>
  = 4⇥ 10 4
<latexit sha1_base64="oVV3t/wyJGLFoB1MTg1YgWetOxw=">AAAB/3icbVBNS8NAEN34WetX1IMHL4tF8GJJpKAehK IXjxWMLTSxbDabdunmg92JUEIu/hUvHlS8+je8+W/ctjlo64OBx3szzMzzU8EVWNa3sbC4tLyyWlmrrm9sbm2bO7v3KskkZQ5NRCI7PlFM8Jg5wEGwTioZiXzB2v7weuy3H5lUPInvYJQyLyL9mIecEtBSz9x3AyaA4EvccIFHTNnWQ37SKHpmzapbE +B5Ypekhkq0euaXGyQ0i1gMVBCluraVgpcTCZwKVlTdTLGU0CHps66mMdG7vHzyQIGPtBLgMJG6YsAT9fdETiKlRpGvOyMCAzXrjcX/vG4G4bmX8zjNgMV0uijMBIYEj9PAAZeMghhpQqjk+lZMB0QSCjqzqg7Bnn15njin9Yu6fduoNa/KNCroAB2i Y2SjM9REN6iFHERRgZ7RK3oznowX4934mLYuGOXMHvoD4/MHNiaVEg==</latexit><latexit sha1_base64="oVV3t/wyJGLFoB1MTg1YgWetOxw=">AAAB/3icbVBNS8NAEN34WetX1IMHL4tF8GJJpKAehK IXjxWMLTSxbDabdunmg92JUEIu/hUvHlS8+je8+W/ctjlo64OBx3szzMzzU8EVWNa3sbC4tLyyWlmrrm9sbm2bO7v3KskkZQ5NRCI7PlFM8Jg5wEGwTioZiXzB2v7weuy3H5lUPInvYJQyLyL9mIecEtBSz9x3AyaA4EvccIFHTNnWQ37SKHpmzapbE +B5Ypekhkq0euaXGyQ0i1gMVBCluraVgpcTCZwKVlTdTLGU0CHps66mMdG7vHzyQIGPtBLgMJG6YsAT9fdETiKlRpGvOyMCAzXrjcX/vG4G4bmX8zjNgMV0uijMBIYEj9PAAZeMghhpQqjk+lZMB0QSCjqzqg7Bnn15njin9Yu6fduoNa/KNCroAB2i Y2SjM9REN6iFHERRgZ7RK3oznowX4934mLYuGOXMHvoD4/MHNiaVEg==</latexit><latexit sha1_base64="oVV3t/wyJGLFoB1MTg1YgWetOxw=">AAAB/3icbVBNS8NAEN34WetX1IMHL4tF8GJJpKAehK IXjxWMLTSxbDabdunmg92JUEIu/hUvHlS8+je8+W/ctjlo64OBx3szzMzzU8EVWNa3sbC4tLyyWlmrrm9sbm2bO7v3KskkZQ5NRCI7PlFM8Jg5wEGwTioZiXzB2v7weuy3H5lUPInvYJQyLyL9mIecEtBSz9x3AyaA4EvccIFHTNnWQ37SKHpmzapbE +B5Ypekhkq0euaXGyQ0i1gMVBCluraVgpcTCZwKVlTdTLGU0CHps66mMdG7vHzyQIGPtBLgMJG6YsAT9fdETiKlRpGvOyMCAzXrjcX/vG4G4bmX8zjNgMV0uijMBIYEj9PAAZeMghhpQqjk+lZMB0QSCjqzqg7Bnn15njin9Yu6fduoNa/KNCroAB2i Y2SjM9REN6iFHERRgZ7RK3oznowX4934mLYuGOXMHvoD4/MHNiaVEg==</latexit><latexit sha1_base64="oVV3t/wyJGLFoB1MTg1YgWetOxw=">AAAB/3icbVBNS8NAEN34WetX1IMHL4tF8GJJpKAehK IXjxWMLTSxbDabdunmg92JUEIu/hUvHlS8+je8+W/ctjlo64OBx3szzMzzU8EVWNa3sbC4tLyyWlmrrm9sbm2bO7v3KskkZQ5NRCI7PlFM8Jg5wEGwTioZiXzB2v7weuy3H5lUPInvYJQyLyL9mIecEtBSz9x3AyaA4EvccIFHTNnWQ37SKHpmzapbE +B5Ypekhkq0euaXGyQ0i1gMVBCluraVgpcTCZwKVlTdTLGU0CHps66mMdG7vHzyQIGPtBLgMJG6YsAT9fdETiKlRpGvOyMCAzXrjcX/vG4G4bmX8zjNgMV0uijMBIYEj9PAAZeMghhpQqjk+lZMB0QSCjqzqg7Bnn15njin9Yu6fduoNa/KNCroAB2i Y2SjM9REN6iFHERRgZ7RK3oznowX4934mLYuGOXMHvoD4/MHNiaVEg==</latexit>
  = 4⇥ 10 5
<latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCE U3LisYW2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmj YHniT0lVTRFs2t+uUFCs4jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMD dIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5PWkjGd2UV/YHz+ADeqlRM=</latexit><latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCE U3LisYW2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmj YHniT0lVTRFs2t+uUFCs4jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMD dIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5PWkjGd2UV/YHz+ADeqlRM=</latexit><latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCE U3LisYW2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmj YHniT0lVTRFs2t+uUFCs4jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMD dIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5PWkjGd2UV/YHz+ADeqlRM=</latexit><latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCE U3LisYW2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmj YHniT0lVTRFs2t+uUFCs4jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMD dIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5PWkjGd2UV/YHz+ADeqlRM=</latexit>
  = 0.04
<latexit sha1_base64="VcFHZUe7ClLTJMQaa0cDSq8nP fc=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0YvHCsYW2lA2m0m7dPPh7qZQQn+HFw8qXv0z3vw3btsctPXBM I/3ZtjZ56eCK23b31ZpZXVtfaO8Wdna3tndq+4fPKokkwxdlohEtn2qUPAYXc21wHYqkUa+wJY/vJ36rRFKxZP4QY9T9C Laj3nIGdVG8roBCk3JNbHr9nmvWjNtBrJMnILUoECzV/3qBgnLIow1E1SpjmOn2sup1JwJnFS6mcKUsiHtY8fQmEaovHx2 9IScGCUgYSJNxZrM1N8bOY2UGke+mYyoHqhFbyr+53UyHV56OY/TTGPM5g+FmSA6IdMESMAlMi3GhlAmubmVsAGVlGmTU 8WE4Cx+eZm4Z/WrunN/XmvcFGmU4QiO4RQcuIAG3EETXGDwBM/wCm/WyHqx3q2P+WjJKnYO4Q+szx/3VpB1</latexit><latexit sha1_base64="VcFHZUe7ClLTJMQaa0cDSq8nP fc=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0YvHCsYW2lA2m0m7dPPh7qZQQn+HFw8qXv0z3vw3btsctPXBM I/3ZtjZ56eCK23b31ZpZXVtfaO8Wdna3tndq+4fPKokkwxdlohEtn2qUPAYXc21wHYqkUa+wJY/vJ36rRFKxZP4QY9T9C Laj3nIGdVG8roBCk3JNbHr9nmvWjNtBrJMnILUoECzV/3qBgnLIow1E1SpjmOn2sup1JwJnFS6mcKUsiHtY8fQmEaovHx2 9IScGCUgYSJNxZrM1N8bOY2UGke+mYyoHqhFbyr+53UyHV56OY/TTGPM5g+FmSA6IdMESMAlMi3GhlAmubmVsAGVlGmTU 8WE4Cx+eZm4Z/WrunN/XmvcFGmU4QiO4RQcuIAG3EETXGDwBM/wCm/WyHqx3q2P+WjJKnYO4Q+szx/3VpB1</latexit><latexit sha1_base64="VcFHZUe7ClLTJMQaa0cDSq8nP fc=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0YvHCsYW2lA2m0m7dPPh7qZQQn+HFw8qXv0z3vw3btsctPXBM I/3ZtjZ56eCK23b31ZpZXVtfaO8Wdna3tndq+4fPKokkwxdlohEtn2qUPAYXc21wHYqkUa+wJY/vJ36rRFKxZP4QY9T9C Laj3nIGdVG8roBCk3JNbHr9nmvWjNtBrJMnILUoECzV/3qBgnLIow1E1SpjmOn2sup1JwJnFS6mcKUsiHtY8fQmEaovHx2 9IScGCUgYSJNxZrM1N8bOY2UGke+mYyoHqhFbyr+53UyHV56OY/TTGPM5g+FmSA6IdMESMAlMi3GhlAmubmVsAGVlGmTU 8WE4Cx+eZm4Z/WrunN/XmvcFGmU4QiO4RQcuIAG3EETXGDwBM/wCm/WyHqx3q2P+WjJKnYO4Q+szx/3VpB1</latexit><latexit sha1_base64="VcFHZUe7ClLTJMQaa0cDSq8nP fc=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0YvHCsYW2lA2m0m7dPPh7qZQQn+HFw8qXv0z3vw3btsctPXBM I/3ZtjZ56eCK23b31ZpZXVtfaO8Wdna3tndq+4fPKokkwxdlohEtn2qUPAYXc21wHYqkUa+wJY/vJ36rRFKxZP4QY9T9C Laj3nIGdVG8roBCk3JNbHr9nmvWjNtBrJMnILUoECzV/3qBgnLIow1E1SpjmOn2sup1JwJnFS6mcKUsiHtY8fQmEaovHx2 9IScGCUgYSJNxZrM1N8bOY2UGke+mYyoHqhFbyr+53UyHV56OY/TTGPM5g+FmSA6IdMESMAlMi3GhlAmubmVsAGVlGmTU 8WE4Cx+eZm4Z/WrunN/XmvcFGmU4QiO4RQcuIAG3EETXGDwBM/wCm/WyHqx3q2P+WjJKnYO4Q+szx/3VpB1</latexit>
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<latexit sha1_base64="Mx1l35Bp1ykns8GNcElVLW9wmbc=">AAAB9HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUA9C0Y vHCsYW2lg2m0m7dPPB7kQppf/DiwcVr/4Yb/4bN20O2vpgmMd7M+zs81MpNNr2t1VaWl5ZXSuvVzY2t7Z3qrt79zrJFAeXJzJRbZ9pkCIGFwVKaKcKWORLaPnD69xvPYLSIonvcJSCF7F+LELBGRrpoRuAREYvqV237dNetZb3HHSROAWpkQLNXvWrG yQ8iyBGLpnWHcdO0RszhYJLmFS6mYaU8SHrQ8fQmEWgvfH06gk9MkpAw0SZipFO1d8bYxZpPYp8MxkxHOh5Lxf/8zoZhufeWMRphhDz2UNhJikmNI+ABkIBRzkyhHElzK2UD5hiHE1QFROCM//lReKe1C/qzu1prXFVpFEmB+SQHBOHnJEGuSFN4hJO FHkmr+TNerJerHfrYzZasoqdffIH1ucPaJGQrw==</latexit><latexit sha1_base64="Mx1l35Bp1ykns8GNcElVLW9wmbc=">AAAB9HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUA9C0Y vHCsYW2lg2m0m7dPPB7kQppf/DiwcVr/4Yb/4bN20O2vpgmMd7M+zs81MpNNr2t1VaWl5ZXSuvVzY2t7Z3qrt79zrJFAeXJzJRbZ9pkCIGFwVKaKcKWORLaPnD69xvPYLSIonvcJSCF7F+LELBGRrpoRuAREYvqV237dNetZb3HHSROAWpkQLNXvWrG yQ8iyBGLpnWHcdO0RszhYJLmFS6mYaU8SHrQ8fQmEWgvfH06gk9MkpAw0SZipFO1d8bYxZpPYp8MxkxHOh5Lxf/8zoZhufeWMRphhDz2UNhJikmNI+ABkIBRzkyhHElzK2UD5hiHE1QFROCM//lReKe1C/qzu1prXFVpFEmB+SQHBOHnJEGuSFN4hJO FHkmr+TNerJerHfrYzZasoqdffIH1ucPaJGQrw==</latexit><latexit sha1_base64="Mx1l35Bp1ykns8GNcElVLW9wmbc=">AAAB9HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUA9C0Y vHCsYW2lg2m0m7dPPB7kQppf/DiwcVr/4Yb/4bN20O2vpgmMd7M+zs81MpNNr2t1VaWl5ZXSuvVzY2t7Z3qrt79zrJFAeXJzJRbZ9pkCIGFwVKaKcKWORLaPnD69xvPYLSIonvcJSCF7F+LELBGRrpoRuAREYvqV237dNetZb3HHSROAWpkQLNXvWrG yQ8iyBGLpnWHcdO0RszhYJLmFS6mYaU8SHrQ8fQmEWgvfH06gk9MkpAw0SZipFO1d8bYxZpPYp8MxkxHOh5Lxf/8zoZhufeWMRphhDz2UNhJikmNI+ABkIBRzkyhHElzK2UD5hiHE1QFROCM//lReKe1C/qzu1prXFVpFEmB+SQHBOHnJEGuSFN4hJO FHkmr+TNerJerHfrYzZasoqdffIH1ucPaJGQrw==</latexit><latexit sha1_base64="Mx1l35Bp1ykns8GNcElVLW9wmbc=">AAAB9HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUA9C0Y vHCsYW2lg2m0m7dPPB7kQppf/DiwcVr/4Yb/4bN20O2vpgmMd7M+zs81MpNNr2t1VaWl5ZXSuvVzY2t7Z3qrt79zrJFAeXJzJRbZ9pkCIGFwVKaKcKWORLaPnD69xvPYLSIonvcJSCF7F+LELBGRrpoRuAREYvqV237dNetZb3HHSROAWpkQLNXvWrG yQ8iyBGLpnWHcdO0RszhYJLmFS6mYaU8SHrQ8fQmEWgvfH06gk9MkpAw0SZipFO1d8bYxZpPYp8MxkxHOh5Lxf/8zoZhufeWMRphhDz2UNhJikmNI+ABkIBRzkyhHElzK2UD5hiHE1QFROCM//lReKe1C/qzu1prXFVpFEmB+SQHBOHnJEGuSFN4hJO FHkmr+TNerJerHfrYzZasoqdffIH1ucPaJGQrw==</latexit>
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<latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDL SgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl 2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxI KaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThC I7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDL SgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl 2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxI KaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThC I7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDL SgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl 2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxI KaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThC I7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDL SgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl 2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxI KaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThC I7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit>User Privacy Leakage (  )
Figure 2: The achievable download cost for our AL-PIR scheme when N = K = 2 as a function of
 for different values of δ.
by,
δ1() =
NK−1 − 1
(N − 1)(e +NK−1 − 1) . (18)
The proof of Theorem 1 is presented in Section 4. As a result of Theorem 1, we have the following
remark.
Remark 1 The required size of shared randomness for our achievability scheme, as given by α1(, δ)
in (16), yields an upper bound on the optimal size of minimum shared randomness α∗(, δ) as
defined in (15), i.e., α∗(, δ) ≤ α1(, δ). Moreover, α1(, δ) is also sufficient to satisfy (′, δ′) privacy
constraints, such that ′ ≥  and δ′ ≥ δ. In other words, if a given amount of common randomness
is sufficient to satisfy (, δ) privacy, then it is also sufficient if the privacy budgets are increased.
In Figure 2, we show the effect of  and δ on the download cost for the case when N = K = 2.
We can observe the following: a) the download cost is a monotonically decreasing function of the
privacy budgets  and δ; b) as  approaches infinity, which corresponds to no user privacy, the
achieved download cost approaches 1; c) for  = 0 (perfect user privacy) and as δ approaches zero
(perfect DB privacy), the achieved download cost is 2 which matches the case of SPIR studied in [9]
where the optimal download cost is NN−1 = 2; and d) for δ ≥ δ1() = 1/(e+1) (or  ≥ ln(1/δ − 1)),
the download cost is only a function of  (the line corresponding to δ = 0.4).
9
Theorem 2 Define d2(, δ) := 1 +
1
Ne−1 − δ(Ne)K−1−1 . For N ≥ 2, and shared randomness S with
size H(S) ≥ α2(, δ)L, where
α2(, δ) =
 1Ne−1 −
(Ne)K−1
(Ne)K−1−1 δ, 0 ≤ δ < δ2(),
0, δ > δ2(),
(19)
the optimal download cost of AL-PIR subject to −user privacy and δ−DB privacy is lower-bounded
by
D∗(, δ) ≥ DLB(, δ) =
d2(, δ), 0 ≤ δ < δ2(),d2(, δ2()), δ ≥ δ2(), (20)
where
δ2() =
(Ne)K−1 − 1
(Ne − 1)(Ne)K−1 . (21)
Furthermore, the optimal size of common randomness satisfying −user privacy and δ−DB privacy
is lower-bounded by α∗(, δ) ≥ α2(, δ).
The proof of Theorem 2 is presented in Section 5. We note that the results in Theorems 1 and
2 hold for N ≥ 2 DBs. In the following proposition, we characterize the capacity for the case of
one database.
Proposition 3 The optimal download cost D∗(, δ) for N = 1 and for any 0 ≤  <∞ is given by:
D∗(, δ) =
∞, δ < (K − 1),K, δ = (K − 1). (22)
The above result shows that the problem of AL-PIR for one database is degenerate. In particular,
to satisfy the -user privacy constraint, any query/answer pair has to be requested to retrieve each
of the K messages with non-zero probability. Since N = 1, the only solution is to download all
messages, i.e., a download cost of K. However, upon downloading all K messages, the leakage about
the remaining (K − 1) messages is fixed and given by δ = K − 1. Hence, if the DB privacy budget
is δ < (K − 1), the AL-PIR problem is infeasible and the capacity is 0, i.e., D∗(, δ < K − 1) =∞.
We prove Proposition 3 in Appendix D.
In the next Corollary, we show that our proposed scheme in Theorem 1 is information-theoretically
optimal for perfect user privacy, i.e.,  = 0, and is optimal within a maximum multiplicative gap
ratio of N−e
−
N−1 for any (, δ). The proof of the corollary is presented in Appendix A.
Corollary 1 The multiplicative gap ratio between the upper and lower bounds on the download cost
of the AL-PIR, given by Theorems 1 and 2, respectively, is bounded as follows:
DUB(, δ)
DLB(, δ)
≤ N − e
−
N − 1 . (23)
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<latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDLSgNBEOyNrxhfUY9eB oPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc 9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQz dysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDLSgNBEOyNrxhfUY9eB oPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc 9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQz dysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDLSgNBEOyNrxhfUY9eB oPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc 9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQz dysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVDLSgNBEOyNrxhfUY9eB oPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRXOl2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc 9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOOoxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQz dysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXaZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit>
User Privacy Leakage (  )
Upper bound on optimal download cost Lower bound on optimal download cost
Multiplicative Gap between bounds
N = 2<latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/ RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+Gzd tDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nq jSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAyxkPatV RiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9 FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXX ONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/ RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+Gzd tDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nq jSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAyxkPatV RiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9 FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXX ONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/ RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+Gzd tDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nq jSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAyxkPatV RiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9 FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXX ONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/ RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+Gzd tDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nq jSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAyxkPatV RiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9 FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXX ONUw==</latexit> K = 2<latexit sha1_base64="KSinszeWVY6GpWPP4XmXXIS FxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y 0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refq NIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11 KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2 VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWO GNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXIS FxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y 0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refq NIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11 KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2 VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWO GNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXIS FxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y 0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refq NIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11 KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2 VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWO GNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXIS FxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y 0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refq NIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11 KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2 VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWO GNUA==</latexit>
K = 10
<latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yv gpYKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZp MZ0PDfFIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt 6c93lrySlm9uEXnI9vxbCNiQ==</latexit><latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yv gpYKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZp MZ0PDfFIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt 6c93lrySlm9uEXnI9vxbCNiQ==</latexit><latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yv gpYKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZp MZ0PDfFIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt 6c93lrySlm9uEXnI9vxbCNiQ==</latexit><latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yv gpYKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZp MZ0PDfFIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt 6c93lrySlm9uEXnI9vxbCNiQ==</latexit>
N = 2<latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohd PUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHW nc9NzFBhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+ 58zFtLTjFzCH/gfP4AXXONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohd PUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHW nc9NzFBhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+ 58zFtLTjFzCH/gfP4AXXONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohd PUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHW nc9NzFBhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+ 58zFtLTjFzCH/gfP4AXXONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohd PUsHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHW nc9NzFBhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+ 58zFtLTjFzCH/gfP4AXXONUw==</latexit> N = 10<latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ys nqWBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImq TEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenT fnfd5acoqZffgF5+MbykWNjA==</latexit><latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ys nqWBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImq TEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenT fnfd5acoqZffgF5+MbykWNjA==</latexit><latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ys nqWBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImq TEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenT fnfd5acoqZffgF5+MbykWNjA==</latexit><latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ys nqWBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImq TEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenT fnfd5acoqZffgF5+MbykWNjA==</latexit> K = 2<latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohf BSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca 9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3Rzgvzr vzMW8tOcXMIfyB8/kDWOGNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohf BSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca 9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3Rzgvzr vzMW8tOcXMIfyB8/kDWOGNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohf BSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca 9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3Rzgvzr vzMW8tOcXMIfyB8/kDWOGNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxFs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6Eohf BSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4HHezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca 9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBRrGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3Rzgvzr vzMW8tOcXMIfyB8/kDWOGNUA==</latexit>N = 2<latexit sha1_base64="Ca PHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3U r1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF /wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW +UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIa ftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZ eIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAy xkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGak F71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi 9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD8 6hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXXONUw ==</latexit><latexit sha1_base64="Ca PHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3U r1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF /wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW +UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIa ftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZ eIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAy xkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGak F71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi 9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD8 6hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXXONUw ==</latexit><latexit sha1_base64="Ca PHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3U r1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF /wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW +UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIa ftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZ eIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAy xkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGak F71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi 9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD8 6hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXXONUw ==</latexit><latexit sha1_base64="Ca PHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3U r1q/qh69LBbBU0mKoB6EohdPUsHYQhvKZrtpl+5uwu5GKKF /wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW +UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIa ftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZ eIVpAYFWv3qV28Qk1RQaQjHWnc9NzFBhpVhhNNppZdqmmAy xkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGak F71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi 9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD8 6hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzCH/gfP4AXXONUw ==</latexit> K = 2<latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxF s=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4H HezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4 KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBR rGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv 1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWOGNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxF s=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4H HezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4 KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBR rGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv 1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWOGNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxF s=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4H HezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4 KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBR rGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv 1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWOGNUA==</latexit><latexit sha1_base64="KSinszeWVY6GpWPP4XmXXISFxF s=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohfBSwVjC20om+2mXbq7CbsboYT+BS8eVLz6i7z5b9y0OWjrg4H HezPMzAsTzrRx3W+ntLK6tr5R3qxsbe/s7lX3Dx51nCpCfRLzWHVCrClnkvqGGU47iaJYhJy2w/FN7refqNIslg9mktBA4 KFkESPY5NIdumr0qzW37s6AlolXkBoUaPWrX71BTFJBpSEca9313MQEGVaGEU6nlV6qaYLJGA9p11KJBdVBNrt1ik6sMkBR rGxJg2bq74kMC60nIrSdApuRXvRy8T+vm5roIsiYTFJDJZkvilKOTIzyx9GAKUoMn1iCiWL2VkRGWGFibDwVG4K3+PIy8Rv 1y7p3f1ZrXhdplOEIjuEUPDiHJtxCC3wgMIJneIU3RzgvzrvzMW8tOcXMIfyB8/kDWOGNUA==</latexit>
K = 10
<latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yvgp YKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZpMZ0PDf FIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt6c93lrySlm9 uEXnI9vxbCNiQ==</latexit><latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yvgp YKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZpMZ0PDf FIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt6c93lrySlm9 uEXnI9vxbCNiQ==</latexit><latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yvgp YKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZpMZ0PDf FIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt6c93lrySlm9 uEXnI9vxbCNiQ==</latexit><latexit sha1_base64="Uhq1s4ebJjKR7nZ+dCsjAnQal7Q=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Yvgp YKxhTaUzXbTLt1swu5EKKG/wYsHFa/+IW/+G7dtDlp9MPB4b4aZeWEqhUHX/XJKS8srq2vl9crG5tb2TnV378EkmWbcZ4lMdDukhkuhuI8CJW+nmtM4lLwVjq6nfuuRayMSdY/jlAcxHSgRCUbRSv4tufTcXrXm1t0ZyF/iFaQGBZq96me3n7As5gqZpMZ0PDf FIKcaBZN8UulmhqeUjeiAdyxVNOYmyGfHTsiRVfokSrQthWSm/pzIaWzMOA5tZ0xxaBa9qfif18kwOg9yodIMuWLzRVEmCSZk+jnpC80ZyrEllGlhbyVsSDVlaPOp2BC8xZf/Ev+kflH37k5rjasijTIcwCEcgwdn0IAbaIIPDAQ8wQu8Osp5dt6c93lrySlm9 uEXnI9vxbCNiQ==</latexit>
N = 2<latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPU sHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzF BhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzC H/gfP4AXXONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPU sHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzF BhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzC H/gfP4AXXONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPU sHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzF BhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzC H/gfP4AXXONUw==</latexit><latexit sha1_base64="CaPHrTESYCkw1Cqx9O8Raq/RvPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoB6EohdPU sHYQhvKZrtpl+5uwu5GKKF/wYsHFa/+Im/+GzdtDtr6YODx3gwz88KEM21c99sprayurW+UNytb2zu7e9X9g0cdp4pQn8Q8Vp0Qa8qZpL5hhtNOoigWIaftcHyT++0nqjSL5YOZJDQQeChZxAg2uXSHrhr9as2tuzOgZeIVpAYFWv3qV28Qk1RQaQjHWnc9NzF BhpVhhNNppZdqmmAyxkPatVRiQXWQzW6dohOrDFAUK1vSoJn6eyLDQuuJCG2nwGakF71c/M/rpia6CDImk9RQSeaLopQjE6P8cTRgihLDJ5Zgopi9FZERVpgYG0/FhuAtvrxM/Eb9su7dn9Wa10UaZTiCYzgFD86hCbfQAh8IjOAZXuHNEc6L8+58zFtLTjFzC H/gfP4AXXONUw==</latexit> N = 10
<latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ysnq WBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImqTEdz00 xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenTfnfd5acoqZf fgF5+MbykWNjA==</latexit><latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ysnq WBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImqTEdz00 xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenTfnfd5acoqZf fgF5+MbykWNjA==</latexit><latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ysnq WBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImqTEdz00 xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenTfnfd5acoqZf fgF5+MbykWNjA==</latexit><latexit sha1_base64="LUrGhKUVJKV5XqVJP7BHCG/RVRU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUA9C0Ysnq WBsoQ1ls920SzebsDsRSuhv8OJBxat/yJv/xm2bg1YfDDzem2FmXphKYdB1v5zS0vLK6lp5vbKxubW9U93dezBJphn3WSIT3Q6p4VIo7qNAydup5jQOJW+Fo+up33rk2ohE3eM45UFMB0pEglG0kn9LLj23V625dXcG8pd4BalBgWav+tntJyyLuUImqTEdz00 xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JklT6JEm1LIZmpPydyGhszjkPbGVMcmkVvKv7ndTKMzoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eW/xD+pX9S9u9Na46pIowwHcAjH4MEZNOAGmuADAwFP8AKvjnKenTfnfd5acoqZf fgF5+MbykWNjA==</latexit>
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User Privacy Leakage (  )
b) Effect of changing            on the bounds of              where message security leakage 
is fixed to                      for all values of    .✏<latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit>
D⇤(✏,  )
<latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit><latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit><latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit><latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit>
(N,K)
<latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit><latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit><latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit><latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit>
  = 4⇥ 10 5
<latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCEU3LisYW 2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmjYHniT0lVTRFs2t+uUFCs4 jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMDdIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5 PWkjGd2UV/YHz+ADeqlRM=</latexit><latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCEU3LisYW 2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmjYHniT0lVTRFs2t+uUFCs4 jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMDdIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5 PWkjGd2UV/YHz+ADeqlRM=</latexit><latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCEU3LisYW 2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmjYHniT0lVTRFs2t+uUFCs4 jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMDdIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5 PWkjGd2UV/YHz+ADeqlRM=</latexit><latexit sha1_base64="DUDvaAfqjmrEQfPBw4maSXB/9Kg=">AAAB/3icbVDLSsNAFJ3UV62vqAsXbgaL4MaSSEVdCEU3LisYW 2himUwm7dDJg5kboYRs/BU3LlTc+hvu/Bunj4W2HrhwOOde7r3HTwVXYFnfRmlhcWl5pbxaWVvf2Nwyt3fuVZJJyhyaiES2faKY4DFzgINg7VQyEvmCtfzB9chvPTKpeBLfwTBlXkR6MQ85JaClrrnnBkwAwZe47gKPmLKth/z4tOiaVatmjYHniT0lVTRFs2t+uUFCs4 jFQAVRqmNbKXg5kcCpYEXFzRRLCR2QHutoGhO9y8vHDxT4UCsBDhOpKwY8Vn9P5CRSahj5ujMi0Fez3kj8z+tkEJ57OY/TDFhMJ4vCTGBI8CgNHHDJKIihJoRKrm/FtE8koaAzq+gQ7NmX54lzUruo2bf1auNqmkYZ7aMDdIRsdIYa6AY1kYMoKtAzekVvxpPxYrwbH5 PWkjGd2UV/YHz+ADeqlRM=</latexit>
a) Effect of changing            on the bounds of              where                                     as a 
function of the value of    .✏<latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit><latexit sha1_base64="PvV1kS4al82NjbPCeG+hiM0emfw=">AAAB73icbVD LSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGcE0kWcLsZDYZMo9lZlYIS77CiwcVr/6ON//GSbIHTSxoKKq66e6KU86M9f1vr7Syura+Ud6sbG3v7O5V9w8ejMo0oSFRX Ol2jA3lTNLQMstpO9UUi5jTVjy6mfqtJ6oNU/LejlMaCTyQLGEEWyc9dmlqGFcS9ao1v+7PgJZJUJAaFGj2ql/dviKZoNISjo3pBH5qoxxrywink0o3MzTFZIQHtOO oxIKaKJ8dPEEnTumjRGlX0qKZ+nsix8KYsYhdp8B2aBa9qfif18lschnlTKaZpZLMFyUZR1ah6feozzQllo8dwUQzdysiQ6wxsS6jigshWHx5mYRn9at6cHdea1wXa ZThCI7hFAK4gAbcQhNCICDgGV7hzdPei/fufcxbS14xcwh/4H3+ABD5kB4=</latexit>
D⇤(✏,  )
<latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit><latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit><latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit><latexit sha1_base64="fJgT+9EeujfwN8+j5lPkpGHsmbY=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AIVaQkIqi3oh48VjC20 MSy2UzbpZtN2N0INRT/ihcPKl79Id78N27bHLT1wcDjvRlm5gUJo1LZ9rdRmJtfWFwqLpdWVtfWN8zNrTsZp4KAS2IWi2aAJTDKwVVUMWgmAnAUMGgE/cuR33gAIWnMb9UgAT/CXU47lGClpba5c3V/WPEgkZTF/MgLgSl80DbLdtUew5olTk7KKEe9bX55YUzSCLgiDE vZcuxE+RkWihIGw5KXSkgw6eMutDTlOALpZ+Prh9a+VkKrEwtdXFlj9fdEhiMpB1GgOyOsenLaG4n/ea1Udc78jPIkVcDJZFEnZZaKrVEUVkgFEMUGmmAiqL7VIj0sMFE6sJIOwZl+eZa4x9XzqnNzUq5d5GkU0S7aQxXkoFNUQ9eojlxE0CN6Rq/ozXgyXox342PSWjD ymW30B8bnD7NclEw=</latexit>
(N,K)
<latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit><latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit><latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit><latexit sha1_base64="2EIYUxJiEySQaxGgZimWivzfBB4=">A AAB63icbVBNSwMxEJ2tX7V+VT16CRahgpRdEdRb0YsgSAXXFtqlZNNsG5pklyQrlKW/wYsHFa/+IW/+G9N2D9r6YODx3gwz88KEM21c9 9spLC2vrK4V10sbm1vbO+XdvUcdp4pQn8Q8Vq0Qa8qZpL5hhtNWoigWIafNcHg98ZtPVGkWywczSmggcF+yiBFsrORX705uj7vliltzp 0CLxMtJBXI0uuWvTi8mqaDSEI61bntuYoIMK8MIp+NSJ9U0wWSI+7RtqcSC6iCbHjtGR1bpoShWtqRBU/X3RIaF1iMR2k6BzUDPexPxP 6+dmugiyJhMUkMlmS2KUo5MjCafox5TlBg+sgQTxeytiAywwsTYfEo2BG/+5UXin9Yua979WaV+ladRhAM4hCp4cA51uIEG+ECAwTO8w psjnRfn3fmYtRacfGYf/sD5/AHZTY2W</latexit>
  > max( 1(✏),  2(✏))
<latexit sha1_base64="reMX/EBdeHGVJSHpyU25fHUTVt4=">AAACHHicbZDNSgMxFIUz9a/Wv1GXboJFaEHKTCmoGy m6cVnBsYVOKZn0tg3NZIYkI5bSF3Hjq7hxoeLGheDbmLYDauuBwMl37yW5J4g5U9pxvqzM0vLK6lp2PbexubW9Y+/u3aookRQ8GvFINgKigDMBnmaaQyOWQMKAQz0YXE7q9TuQikXiRg9jaIWkJ1iXUaINatsVvwNcE3yO/ZDcF2a3tlvwIVaMR6J4n KLyDyq27bxTcqbCi8ZNTR6lqrXtD78T0SQEoSknSjVdJ9atEZGaUQ7jnJ8oiAkdkB40jRUkBNUaTbcb4yNDOrgbSXOExlP6e2JEQqWGYWA6Q6L7ar42gf/VmonunrZGTMSJBkFnD3UTjnWEJ1HhDpNANR8aQ6hk5q+Y9okkVJtAcyYEd37lReOVS2cl 97qSr16kaWTRATpEBeSiE1RFV6iGPETRA3pCL+jVerSerTfrfdaasdKZffRH1uc35bWgxQ==</latexit><latexit sha1_base64="reMX/EBdeHGVJSHpyU25fHUTVt4=">AAACHHicbZDNSgMxFIUz9a/Wv1GXboJFaEHKTCmoGy m6cVnBsYVOKZn0tg3NZIYkI5bSF3Hjq7hxoeLGheDbmLYDauuBwMl37yW5J4g5U9pxvqzM0vLK6lp2PbexubW9Y+/u3aookRQ8GvFINgKigDMBnmaaQyOWQMKAQz0YXE7q9TuQikXiRg9jaIWkJ1iXUaINatsVvwNcE3yO/ZDcF2a3tlvwIVaMR6J4n KLyDyq27bxTcqbCi8ZNTR6lqrXtD78T0SQEoSknSjVdJ9atEZGaUQ7jnJ8oiAkdkB40jRUkBNUaTbcb4yNDOrgbSXOExlP6e2JEQqWGYWA6Q6L7ar42gf/VmonunrZGTMSJBkFnD3UTjnWEJ1HhDpNANR8aQ6hk5q+Y9okkVJtAcyYEd37lReOVS2cl 97qSr16kaWTRATpEBeSiE1RFV6iGPETRA3pCL+jVerSerTfrfdaasdKZffRH1uc35bWgxQ==</latexit><latexit sha1_base64="reMX/EBdeHGVJSHpyU25fHUTVt4=">AAACHHicbZDNSgMxFIUz9a/Wv1GXboJFaEHKTCmoGy m6cVnBsYVOKZn0tg3NZIYkI5bSF3Hjq7hxoeLGheDbmLYDauuBwMl37yW5J4g5U9pxvqzM0vLK6lp2PbexubW9Y+/u3aookRQ8GvFINgKigDMBnmaaQyOWQMKAQz0YXE7q9TuQikXiRg9jaIWkJ1iXUaINatsVvwNcE3yO/ZDcF2a3tlvwIVaMR6J4n KLyDyq27bxTcqbCi8ZNTR6lqrXtD78T0SQEoSknSjVdJ9atEZGaUQ7jnJ8oiAkdkB40jRUkBNUaTbcb4yNDOrgbSXOExlP6e2JEQqWGYWA6Q6L7ar42gf/VmonunrZGTMSJBkFnD3UTjnWEJ1HhDpNANR8aQ6hk5q+Y9okkVJtAcyYEd37lReOVS2cl 97qSr16kaWTRATpEBeSiE1RFV6iGPETRA3pCL+jVerSerTfrfdaasdKZffRH1uc35bWgxQ==</latexit><latexit sha1_base64="reMX/EBdeHGVJSHpyU25fHUTVt4=">AAACHHicbZDNSgMxFIUz9a/Wv1GXboJFaEHKTCmoGy m6cVnBsYVOKZn0tg3NZIYkI5bSF3Hjq7hxoeLGheDbmLYDauuBwMl37yW5J4g5U9pxvqzM0vLK6lp2PbexubW9Y+/u3aookRQ8GvFINgKigDMBnmaaQyOWQMKAQz0YXE7q9TuQikXiRg9jaIWkJ1iXUaINatsVvwNcE3yO/ZDcF2a3tlvwIVaMR6J4n KLyDyq27bxTcqbCi8ZNTR6lqrXtD78T0SQEoSknSjVdJ9atEZGaUQ7jnJ8oiAkdkB40jRUkBNUaTbcb4yNDOrgbSXOExlP6e2JEQqWGYWA6Q6L7ar42gf/VmonunrZGTMSJBkFnD3UTjnWEJ1HhDpNANR8aQ6hk5q+Y9okkVJtAcyYEd37lReOVS2cl 97qSr16kaWTRATpEBeSiE1RFV6iGPETRA3pCL+jVerSerTfrfdaasdKZffRH1uc35bWgxQ==</latexit>
Figure 3: Lower and upper bounds of AL-PIR for different values of N , K and δ as  increases.
In Figure 3, we show the upper and lower bounds on the download cost of the AL-PIR and the
numerical multiplicative gap ratio, as a function of system parameters (N,K, , δ). Specifically, in
Figure 3a, we set the allowed DB privacy leakage to the maximum leakage, i.e., δ > max(δ1(), δ2())
as defined in (18) (no shared randomness required for this case). This gives the results of the L-
PIR model considered in [55]. As the number of messages increases, both upper and lower bounds
increase, whereas both decrease with N . This happens as increasing N increases the number
of bits that can be utilized as a side information to retrieve the desired message. On the other
hand, increasing K adds an overhead on any retrieval scheme to satisfy the privacy by considering
the symmetry among downloaded bits from different messages. We observe a similar trend for
the multiplicative gap ratio as well. In Figure 3b, we fix the value of the DB privacy leakage to
δ = 4 × 10−5. This choice insures that δ < min(δ1(), δ2()) for all  ∈ [0 : 10] considered in the
plots. We note that while increasing K does not have significant impact on the bounds, both the
download cost and multiplicative gap ratio decrease with N . Moreover, we observe that the bounds
match when  = 0, i.e., when perfect user privacy is required, and when →∞, i.e., no user privacy
is required.
The generality of the AL-PIR problem formulation allows us to recover several existing results
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on PIR as special cases of Theorems 1 and 2. These cases are discussed in the following remark.
Remark 2 (Connections to state-of-the-art results) From Theorems 1 and 2, the lower and
upper bounds on the optimal download cost D∗(, δ) for any (, δ) can be used to derive the following
prior results.
• No user privacy and perfect DB privacy ( → ∞, δ = δ1( → ∞) = δ2( → ∞) = 0).
From the shared randomness bounds (16) and (18), when  → ∞ and δ = 0, we get that α∗( →
∞, 0) = α1( → ∞, 0) = α2( → ∞, 0) = 0, i.e., no shared randomness is needed. Substituting the
 and δ values in the download cost bounds (17) and (20), we get DUB(→∞, δ = 0) = DLB(→
∞, δ = 0) = 1, meaning that the upper and lower bounds are matching and give an optimal download
cost of D∗(→∞, δ = 0) = 1. That is, AL-PIR is achieved by only downloading the requested file
from any of the databases.
• Perfect user privacy and maximum leakage on DB privacy [7] ( = 0, δ = δ1( =
0) = δ2( = 0) =
NK−1−1
NK−1(N−1)). We obtain the original PIR result in [7] for perfect user privacy
leakage  = 0. For this special case, we get the optimal required shared randomness characterized by
α∗(, δ) = α1(, δ) = α2(, δ) = 0, i.e., no shared randomness is needed. Using the bounds in (17)
and (20), we obtain matching upper and lower bounds, giving an optimal download cost of
D∗( = 0, δ =
NK−1 − 1
NK−1(N − 1)) = D
LB( = 0, δ =
NK−1 − 1
NK−1(N − 1)) = D
UB( = 0, δ =
NK−1 − 1
NK−1(N − 1))
= 1 +
1
N
+ · · ·+ 1
NK−1
. (24)
• Perfect user privacy and DB privacy [9] ( = 0, δ = 0). By setting  = 0, δ = 0 in
Theorems 1 and 2, we obtain the SPIR results in [9] where the optimal required shared randomness
is given by α∗(0, 0) = α1(0, 0) = α2(0, 0) = 1N−1 and the optimal download cost is obtained using
the bounds in (17) and (20) as
D∗( = 0, δ = 0) = DLB( = 0, δ = 0) = DUB( = 0, δ = 0) = 1 +
1
N − 1 . (25)
• Leaky user privacy and maximum leakage on DB privacy [55]. We obtain the L-PIR
results in [55] for any level of user privacy leakage  and a DB privacy leakage δ ≥ max (δ1(), δ2()),
where the optimal required shared randomness is given by α∗(, δ) = α1(, δ) = α2(, δ) = 0 and the
bounds on the optimal download cost are obtained using (17) and (20) as
D∗(, δ) ≥ DLB(, δ2()) = 1 + 1
Ne
+ · · ·+ 1
(Ne)K−1
,
D∗(, δ) ≤ DUB(, δ1()) = 1 + N
K−1 − 1
(N − 1)(e +NK−1 − 1) . (26)
• Perfect user privacy and Leaky DB privacy [58] ( = 0, δ). For perfect user privacy
 = 0 and DB privacy leakage characterized by δ, we obtain the results in [58], where the optimal
required shared randomness is characterized by α∗(0, δ) = α1(0, δ) = α2(0, δ) = 1N−1 +
NK−1
NK−1−1δ
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and the optimal download cost is obtained using the bounds in (17) and (20) as
D∗( = 0, δ) = DLB( = 0, δ) = DUB( = 0, δ) =
N
N − 1 −
δ
NK−1 − 1 . (27)
4 Proof of Theorem 1 : Upper Bound on D∗(, δ) for the AL-PIR
The leakage in user privacy is achieved using the path-based approach introduced in our previous
work [55]. A retrieval path is equivalent to a set of queries across databases that guarantee decod-
ability. Possible retrieval paths have different download costs. The probability of selecting each
path is chosen to minimize the download cost while satisfying the privacy budget, measured by ,
which is a process referred to as path biasing. First, we give the following example for N = K = 2
to describe the idea of path biasing to achieve −user privacy leakage with DB Privacy leakage
(δ ≥ δ1()).
4.1 AL-PIR Example for N = 2, K = 2, and privacy leakage (, δ ≥ δ1())
Consider the simplest non-trivial PIR setting with N = 2 DBs and K = 2 messages denoted by W1
and W2. To motivate the construction of AL-PIR, we first recall the perfect PIR scheme proposed
by Sun and Jafar in [7]. Assume that the messages W1 = {a1, . . . , a4} and W2 = {b1, . . . , b4}, are
each L = 4 bits long. Figure 4 shows a retrieval structure for W1 using the scheme in [7]. The main
idea is that one can use coding and leverage side information from the other database to reduce the
download cost to 3/2. We highlight that the shown bit indices represent one possible permutation
of the real indices. Thus, W1 retrieval can be obtained through multiple bit structures that are
selected uniformly and have an equal download cost of 3/2.
In Figure 5, we show an alternative PIR scheme in which the requested message can be down-
loaded via sequences of structures that give unequal download cost. In particular, when the user
wants to retrieve message W1, it picks one of the four possible queries/paths:
• Path P1:(∅,W1): Send no request to DB1 and request W1 from DB2. This path/query has a
download cost of L bits.
• Path P2:(W1, ∅): Request W1 from DB1 and send no request to DB2. This path has a
download cost of L bits.
• Path P3:(W2,W1 ⊕W2): Request W2 from DB1 and W1 ⊕W2 from DB2. This path has a
download cost of 2L bits.
• Path P4:(W1 ⊕W2,W2): Request W1 ⊕W2 from DB1 and W2 from DB2. This path has a
download cost of 2L bits.
Paths P1 and P2, which have lower download cost, are selected with probability p, whereas higher
download cost paths P3 and P4 are selected with probability q. From the total probability theorem,
we have
2p+ 2q = 1. (28)
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Figure 4: The original PIR scheme in [7] for N = 2,K = 2, and L = 4.
Figure 5: AL-PIR scheme for N = 2,K = 2, general , and δ ≥ δ1().
The answer of DBn can take four different structures, pin,1, . . . , pin,4. These structures represent
the element addition of all possible subsets of {W1,W2}. Note that the selection probability of any
structure pin,j , j ∈ [1 : 4] equals the selection probability of all paths containing that structure.
Also, there is one path per message that contains each structure pin,j . For example, pi1,2 = {W1} is
paired with pi2,2 = {∅} to retrieve W1, or it can be paired with pi2,3 = {W1 ⊕W2} for W2 retrieval.
Let the path selection probabilities be uniform, i.e., p = q = 14 . Thus, each structure is selected
with probability 14 , irrespective of the requested message index. It is straightforward to show that
this probability assignment satisfies the perfect privacy definition in (7). Moreover, although the
cost varies per path, the uniform path selection yields an optimal average download cost of 3/2.
Therefore, this path-based PIR scheme is also optimal and matches the result of Sun and Jafar [7]
for perfect privacy.
Improving the download cost via path biasing (achieving −user privacy). The
leaky privacy definition in (9) together with the path-based scheme described above, lead us to
consider schemes that bias the path selection process for retrieving desired messages. We next
show that this helps reduce the average download cost for any non-zero . Intuitively, if we assign
higher selection probability to paths with lower download cost than the average (for example L),
an overall lower cost can be achieved at the expense of some bounded loss of privacy due to the
biasing. The question we pose is whether there are values p 6= q that yield an average download
cost less than 32 and simultaneously satisfy the −user privacy definition in (9). The probability
Pr{Q(i)n = pi,A(i)n = γ|WΩ} can be expressed as
Pr{Q(i)n = pi,A(i)n = γ|WΩ} = Pr{Q(i)n = pi|WΩ}Pr{A(i)n = γ|Q(i)n = pi,WΩ}. (29)
The term Pr{Q(i)n = pi|WΩ} depends on the path selection probability. To provide privacy, for
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any answer to a specific structure pi, the term Pr{A(i)n = γ|Q(i)n = pi,WΩ} should be constant
independently of the requested message. To meet the privacy definition in (9), it is sufficient to
show that the possible structures to each query satisfy:
Pr(pin,j |i = 1)
Pr(pin,j |i = 2) < e
, ∀n ∈ {1, 2}, j ∈ [1 : 4], (30)
where Pr(pin,j |i = k), is the probability of retrieving structure pin,j when the desired message is k.
Based on the scheme in Figure 5, there are two cases for each structure pin,j :
(i) pin,j is used to recover W1 and W2 with the same probability either p or q, then
P (pin,j |i = 1)
P (pin,j |i = 2) = 1, (31)
which clearly satisfies (9).
(ii) pin,j is selected with different probabilities p and q to retrieve W1 and W2, respectively, and
vice versa. Then, p and q must satisfy
e− ≤ Pr(pin,j |i = 1)
Pr(pin,j |i = 2) =
p
q
≤ e. (32)
Invoking the fact that the sum of path probabilities must equal one, we use (28) to substitute by
q = 0.5− p and rewrite (32) as
p
0.5− p ≤ e
. (33)
This gives us the following inequality,
p ≤ e

2(1 + e)
. (34)
Therefore, we can pick p that satisfies (34) with equality, and then select q = 0.5 − p, as a valid
choice of path selection probabilities which satisfy the −user privacy constraint.
Computing the download cost D(, δ ≥ δ()). Since our scheme is symmetric with respect
to messages, the same download cost is obtained for the retrieval of message W1 or message W2.
Then, the average download cost can be written as
D(, δ ≥ δ()) =
∑4
j=1 Pr{P = Pj} ·DPj
L
, (35)
where Pr{P = Pj} ∈ {p, q} is the probability that path Pj is chosen and DPj is the cost of path
Pj . From Figure 5, we know that DP1 = DP2 = L, and DP3 = DP4 = 2L. Hence, D(, δ ≥ δ())
equals
D(, δ ≥ δ()) = 2× p× L+ 2× q × (2L)
L
= 2p+ 4q
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(a)
= 2− 2p
(b)
≥ 2− e

(1 + e)
, (36)
where (a) follows from (28), and (b) follows from (34). Hence, the download cost of this scheme
(when p = e/2(1+e)), can be rewritten as
D∗(, δ ≥ δ1()) = 3
2
− e
 − 1
2(e + 1)
, (37)
which is lower than 32 , the optimal download cost under perfect privacy. Note that a lower cost cab
be achieved for any .
Computing DB privacy leakage δ. We have shown in the above example that the biased
selection probability of the path-based scheme can trade user privacy for lower download cost. We
now calculate the DB privacy leakage. From the above leaky construction, we can show that
H(A
(1)
[1:2]) = D(, δ ≥ δ1())× L ≥
3
2
L− e
 − 1
2(e + 1)
L. (38)
Similarly, the average size H(A
(1)
[1:2]|W2) of answers given W2 is known and can be expressed as
H(A
(1)
[1:2]|W2) =
4∑
j=1
Pr{P = Pj} ·DPj |W2
= 2× p× L+ 2× q × L = L, (39)
where DPj |W2 is the cost of path Pj when W2 is given. This makes the DB privacy leakage, or the
information revealed about W2, equal to
I(W2;A
(1)
[1:2]) = H(A
(1)
[1:2])−H(A
(1)
[1:2]|W2) ≥
1
2
L− e
 − 1
2(e + 1)
L = δ1()L. (40)
We highlight that this construction can achieve a lower DB privacy leakage compared to the per-
fect privacy scenario in [7] where I(W2;A
(1)
[1:2]) =
L/2, without the need for any shared randomness.
However, this construction cannot fulfill the DB privacy constraint if δ < δ1(). In the follow-
ing example, we introduce a construction that can satisfy any DB privacy requirement with the
utilization of the common randomness.
4.2 AL-PIR example with N = 2, K = 2,  = ln (1.5), and δ = 4/15
Figure 6 shows an example of a possible AL-PIR scheme with N = 2, K = 2,  = ln (1.5), and
δ = 4/15. We observe that the allowed DB privacy leakage δ is less than δ1(),
4
15
= δ < δ1() =
1
2
− e
 − 1
2(e + 1)
= 0.4. (41)
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Figure 6: AL-PIR scheme for N = 2, K = 2,  = ln(1.5), and δ = 4/15.
Now, assume that each of the two messages is of size L = 3 bits, W1 = {a1, a2, a3} and W2 =
{b1, b2, b3}. To satisfy the δ−DB privacy condition, we include the least required amount of shared
randomness S that has a size of α1(, δ)L, where α1(, δ) is computed from (16):
α1(, δ)L = (
1
N − 1 −
e +NK−1 − 1
NK−1 − 1 δ)L =
L
3
= 1 bit. (42)
Each message is divided into two parts as follows: W1 is divided into W
(1)
1 = {a1} (size of S = L/3),
and W
(2)
1 = {a2, a3}; and W2 is divided into W (1)2 = {b1}, and W (2)2 = {b2, b3}.
Suppose that the user wants to retrieve W1. The user can use any of the four possible paths
shown in Figure 5, where a path is defined as a query set Q
(k)
[1:N ] which satisfies, together with its
corresponding answer, the correctness and privacy constraints. However, these paths have different
download costs. The first two paths have a cost of 4L/3 bits, whereas the other two paths have a cost
of 2L bits. The correctness of the scheme is straightforward, the XOR addition of the two structures
forming each path results in getting a1, a2, and a3. To reduce the download cost by trading user
privacy, similar to the previous example, we select the lower cost paths with probability p = 0.3,
whereas the higher cost paths are assigned a probability q = 0.2. These selection probabilities are
chosen such that both −user privacy and δ−DB privacy conditions are satisfied. As we will discuss
later in more details, the ratio describing −user privacy leakage in (9) is given by the maximum
ratio between the probabilities of selecting different paths, represented here as p/q = 1.5 = e.
When W1 is requested by the user, the DB privacy leakage is described as the information user
can decode about W2. We notice that the first two paths in Figure 5 do not reveal any information
about W2, while using the other two paths, the user can decode the two bits W
(2)
2 = {b2, b3}. This
gives the average DB privacy leakage as
I(W2;A
(1)
[1:2]) = 2× 0.3× 0 + 2× 0.2× 2 = 0.8 = 0.8×
L
3
=
4
15
L = δL. (43)
Hence, this achieves the δ−DB privacy condition. The average number of downloaded bits for this
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scheme is
D,δ = 2× 0.3× 4 + 2× 0.2× 6 = 4.8 bits, (44)
which yields a download cost of
D
(
 = ln (1.5), δ =
4
15
)
= 4.8/3 = 1.6. (45)
We highlight that this scheme clearly improves the download cost in comparison to the perfect
SPIR, which has a download cost of N/N−1 = 2, at the expense of some loss in user and DB privacy.
4.3 General (, δ) AL-PIR Construction
In this section, we generalize the AL-PIR scheme in the previous examples for arbitrary values of
N , K, and asymmetric privacy leakage characterized by the pair (, δ). Assume there are K ≥ 2
messages, W1, . . . ,WK . Consider a random permutation of the databases indices. Let each message
Wk be divided into two parts Wk = {W (1)k ,W (2)k } such that
H(W
(1)
k ) = (N − 1)α1(, δ)L, (46)
H(W
(2)
k ) = L− (N − 1)α1(, δ)L, (47)
where α1(, δ) is the minimum required amount of shared randomness for the AL-PIR scheme to
ensure the δ−DB privacy and computed as
α1(, δ) = max
(
0,
1
N − 1 −
e +NK−1 − 1
NK−1 − 1 δ
)
=
 1N−1 − e
+NK−1−1
NK−1−1 δ, 0 ≤ δ < δ1(),
0, δ > δ1().
(48)
Furthermore, let each W
(1)
k and W
(2)
k be divided into N − 1 equal sub-packets,
W
(1)
k = {W (1)k,1 , . . . ,W (1)k,N−1}, (49)
W
(2)
k = {W (2)k,1 , . . . ,W (2)k,N−1}, (50)
such that for all ` ∈ [1 : N−1], H(W (1)k,` ) = α1(, δ)L, H(W (2)k,` ) = ( 1N−1−α1(, δ))L. For instance,
in the example of Figure 6 where α1(, δ) = 1/3 and L = 3 bits, W1 is divided into W
(1)
1 = {a1} of
size 1 bit, and W
(2)
1 = {a2, a3} of size 2 bits.
For a requested message Wi, the DBs mask W
(1)
k ’s, k ∈ [1 : K] \ i, with the secret key S. The
content of W
(2)
k ’s may be allowed to leak to the user. To retrieve a required message Wi, the user
first selects one of the possible retrieval paths across the N DBs. Any path is formed by a set
of N queries, Q
(k)
[1:N ], which are submitted to the respective DBs. The selected path has to fulfill
two requirements: (i) the path correctly recovers Wi; (ii) the N submitted queries satisfy both the
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−user privacy and δ−DB privacy conditions. The user sends the following query vector to DBn
pin,i = (x1, . . . , xi−1, (xi + n)N , xi+1, . . . , xK), xk ∈ [0 : N − 1], k ∈ [1 : K], (51)
where (xi + n)N denotes (xi + n) (mod N). This K × 1 vector gives the indices of the K message
bits, one bit for each message, that should be included in the answers. The design of pin,i makes sure
that all submitted queries pin,i’s include the same indices of all undesired messages, and different
indices of the required Wi. Then, the identical undesired bits, within the N collected answers, can
be utilized to decode the desired bits. After DBn receives the query pin,i, it responds with answer
γn(pin,i),
γn(pin,i) =
{ ⊕
k∈[1:K]\i
W
(1)
k,xk
⊕ S ⊕W (1)i,(xi+n)N ,
⊕
k∈[1:K]\i
W
(2)
k,xk
⊕W (2)i,(xi+n)N
}
, (52)
where
⊕
represents the summation via XOR operation. We denote by W
(1)
k,0 and W
(2)
k,0 the null or
the empty set ∅. This response ensures protecting all W (1)k,` ’s by encoding them with S. We observe
that once one of the N queries is designed, i.e., the indices xk’s are chosen, the remaining N − 1
queries are deterministic functions of these chosen indices. As xk ∈ [0 : N − 1] for any k ∈ [1 : K],
each pin,i can be represented by N
K different vectors. Each of these vectors creates one possible
path to retrieve Wi. Thus, for a specific permutation of DBs indices, we have N
K possible paths
in general. For the example in Figure 6, there are NK = 4 paths for the retrieval of W1. The first
retrieval path is created from the queries pi1,1 = (0, 0), and pi2,1 = (1, 0) with corresponding answers
γ1(pi1,1) = {S, ∅}, and γ2(pi2,1) =
{
a1 ⊕ S, {a2, a3}
}
. A general form for one possible path is shown
in Figure 7.
Analysis of Correctness: The user can decode the sub-messages W
(1)
i,` and W
(2)
i,` , ∀ ` ∈ [1 :
N − 1], of the requested message (Wi,`) using the information retrieved from DBs N − xi and
(N + `− xi)N as follows
{W (1)i,` ,W (2)i,` } = γN−xi(piN−xi,i)⊕ γN+`−xi(pi(N+`−xi)N ,i)
=
{ ⊕
k∈[1:K]\i
W
(1)
k,xk
⊕ S ⊕W (1)i,0 ,
⊕
k∈[1:K]\i
W
(2)
k,xk
⊕W (2)i,0
}
⊕ { ⊕
k∈[1:K]\i
W
(1)
k,xk
⊕ S ⊕W (1)i,` ,
⊕
k∈[1:K]\i
W
(2)
k,xk
⊕W (2)i,`
}
=
{
W
(1)
i,0 ⊕W (1)i,` , W (2)i,0 ⊕W (2)i,`
}
=
{
W
(1)
i,` , W
(2)
i,`
}
. (53)
Proof of −user privacy: We note that the total download cost for each path is not fixed,
but it depends on the choice of xk’s, k ∈ [1 : K]. Then, we have two types of paths:
• Lower cost paths ( ∀k ∈ [1 : K] \ i, xk = 0):
Generally, N possible paths belong to this case, those created from queries pin,i where xi =
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Figure 7: One path of the AL-PIR scheme that retrieves Wi with xi = N − 1.
0, 1, . . . , N − 1. In this case, we have
γN−xi(piN−xi,i) =
{ ⊕
k∈[1:K]\i
W
(1)
k,0 ⊕ S ⊕W (1)i,0 ,
⊕
k∈[1:K]\i
W
(2)
k,0 ⊕W (2)i,0
}
=
{
S, ∅}, (54)
i.e., we only download the secret key S of size α1(, δ)L from DBN−xi . Whereas, for other
databases, all structures download data of the form
{
W
(1)
i,` ⊕ S,W (2)i,`
}
, each of size LN−1
bits. In total for these type of paths, the user needs to download (N − 1) LN−1 + α1(, δ)L =
(1 + α1(, δ))L bits from all DBs.
• Higher cost paths (∃ k ∈ [1 : K] \ i,xk 6= 0):
For this case, there are NK − N possible paths. Here, all requested query structures are of
size LN−1 bits, and the user needs to download
N
N−1L bits in total from all DBs.
Without loss of generality, we assign probabilities p and q, where p ≥ q, to higher cost and
lower cost paths, respectively2, such that
N × p+ (NK −N)× q = 1. (55)
We can see that any query pin,i with certain xk’s can be used to recover any desired message. This
is obtained by requesting that query with other N −1 queries that share the same xk’s of the K−1
remaining messages. This is crucial to satisfy the −user privacy requirements because accessing
a structure does not eliminate any of the message possibilities. Furthermore, each structure is
selected to retrieve Wi with the same probability of selecting the path coming through it, either p
or q. Similar to (29), Pr{Q(i)n = pi,A(i)n = γ|WΩ} can be expressed as
Pr{Q(i)n = pi,A(i)n = γ|WΩ} = Pr{Q(i)n = pi|WΩ}Pr{A(i)n = γ|Q(i)n = pi,WΩ}. (56)
The term Pr{A(i)n = γ|Q(i)n = pi,WΩ} is also a constant, independent of the requested message.
Thus, to meet the definition in (9), we show that possible structures of each query satisfy:
Pr(pin,i|i = k1)
Pr(pin,i|i = k2) ≤ e
, ∀n, k1, k2 ∈ [1 : K], (57)
2Due to symmetry, paths belonging to the same type are assigned the same probability. Assigning different
probabilities does not improve the download cost or the privacy.
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where Pr(pin,i|i = k1), is the probability of selecting structure pin,i when the desired message is Wk1 .
The following lemma generalizes the condition in (34) to satisfy −user privacy for any K. It states
the upper bound on the path biasing that does not violate the −user privacy.
Lemma 1 To preserve −user privacy definition of the AL-PIR, the biased probability p has to
satisfy the following inequality
p ≤ e

Ne +NK −N . (58)
Proof: Based on the proposed scheme, each structure pin,i can be selected with probability p or q,
then
Pr(pin,i|i = k1)
Pr(pin,i|i = k2) ∈
{
p
p
,
q
q
,
p
q
,
q
p
}
≤ e. (59)
As p ≥ q, we only need to guarantee that
p
q
≤ e. (60)
Substituting (55) in the inequality, we get
e ≥ p
q
=
(NK −N)p
(NK −N)q =
(NK −N)p
1−Np . (61)
By rearranging the above inequality, we get the following:
p ≤ e

Ne +NK −N . (62)
Equation (55) can be used to find the following equivalent condition:
q ≥ 1
Ne +NK −N . (63)

Analysis of δ−DB privacy: We show that the proposed AL-PIR scheme satisfies the DB
privacy leakage constraint in (6). From the previous construction, we categorized the paths into
two groups: (a) N paths of size (1 + α1(, δ))L bits; and (b) N
K − N paths of size NN−1L bits.
Then, the expected size of the answers, H(A
(i)
[1:N ]) can be expressed as follows:
H(A
(i)
[1:N ]) = pN(1 + α1(, δ))L+ q(N
K −N) N
N − 1L
(a)
= pNα1(, δ)L+ L+
NK −N
N − 1 qL
(b)
= L+ pNα1(, δ)L+
1− pN
N − 1 L
= L+
L
N − 1 − pN
(
1
N − 1 − α1(, δ)
)
L, (64)
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where (a) and (b) follow from (55). We then calculate H(A
(i)
[1:N ]|W[1:K]\i) as follows:
H(A
(i)
[1:N ]|W[1:K]\i)
(a)
= H(Wi, A
(i)
[1:N ]|W[1:K]\i)
(b)
= H(Wi) +H(S,A
(i)
[1:N ]|W[1:K]\i,Wi)
= H(Wi) +H(S) +H(A
(i)
[1:N ]|W[1:K]\i,Wi, S)
(c)
= H(Wi) +H(S) = (1 + α1(, δ))L, (65)
where (a) follows the correctness property in (4) whereas (b) and (c) hold from the fact that answers
are function of messages and the shared randomness.
Lemma 2 To preserve δ−DB privacy for δ < δ1(), the biased probability p has to satisfy the
following inequality
p ≥ e

Ne +NK −N . (66)
Proof: According to (64) and (65), we can express the DB privacy leakage as
δL ≥ I(W[1:K]\i;A(i)[1:N ])
= H(A
(i)
[1:N ])−H(A
(i)
[1:N ]|W[1:K]\i)
= L+
L
N − 1 − pN
(
1
N − 1 − α1(, δ)
)
L− (1 + α1(, δ))L
(a)
= (pN − 1)α1(, δ)L+ 1− pN
N − 1 L
= (1− pN)( 1
N − 1 − α1(, δ))L
(b)
= (1− pN) min
(
1
N − 1 ,
e +NK−1 − 1
NK−1 − 1 δ
)
L, (67)
where (a) follows from (55) and (b) follows from (48). For the commonly shared randomness S, we
have one of the following two cases:
• No shared randomness is needed (α1(, δ) = 0):
In this case, the condition in (67) can be written as follows,
δL ≥ 1− pN
N − 1 L
(a)
≥ N
K−1 − 1
(N − 1)(e +NK−1 − 1)L = δ1()L, (68)
where step (a) follows by applying the −user privacy condition obtained in Lemma 1. There-
fore, we obtain the bound on the DB privacy leakage δ ≥ δ1(), i.e., DB privacy leakage is
maximized which covers the L-PIR model previously considered in [55]. This case requires
no condition on the biased probability p as the inequality in (68) is achieved for any p. We
highlight that this scheme obtains a better DB privacy compared to the perfect PIR scheme
proposed in [7], without the need to any shared amount of randomness. The latter scheme
causes a leakage of N
K−1−1
(N−1)NK−1L bits.
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• Shared randomness is needed (α1(, δ) > 0):
For any α1(, δ) > 0, we always have
1
N − 1 >
e +NK−1 − 1
NK−1 − 1 δ. (69)
From (67), we get the following relation on p:
(1− pN) ≤ N
K−1 − 1
e +NK−1 − 1 , (70)
which leads to the proof of Lemma 2.

Lemmas 1 and 2 lead to the following necessary condition on p to simultaneously satisfy the
−user privacy and δ−DB privacy definitions.
Lemma 3 To preserve −user privacy and δ−DB privacy, the biased probability p has to satisfy
the following condition with equality
p =
e
Ne +NK −N . (71)
Proof: For δ < δ1(), the proof follows directly by applying Lemmas 1 and 2. For δ ≥ δ1(), the
proof follows from Lemma 1 where we pick the maximum value of the biasing probability p in order
to minimize the download cost, i.e., maximize the probability of picking the paths of lower cost. 
Analysis of download cost: Given that all messages are requested equiprobably, the down-
load cost can be written as,
D(, δ) =
H(A
(i)
[1:N ])
L
(a)
= 1 +
1
N − 1 − pN
(
1
N − 1 − α1(, δ)
)
(c)
= 1 +
1
N − 1 − pN min
(
1
N − 1 ,
e +NK−1 − 1
NK−1 − 1 δ
)
(d)
= 1 +
1
N − 1 −
e
e +NK−1 − 1 ×min
(
1
N − 1 ,
e +NK−1 − 1
NK−1 − 1 δ
)
, (72)
where (a) follows from (64), (b) comes from (55), (c) follows (48), and (d) is due to Lemma 3.
According to the size of the available randomness S, we have one of the following two cases:
• No shared randomness is needed (α1(, δ) = 0):
This case corresponds to δ ≥ δ1(). The download cost in (67) can be written as follows,
D(, δ) = 1 +
1
N − 1 −
e
e +NK−1 − 1 ×
1
N − 1 = 1 +
NK−1 − 1
(N − 1)(e +NK−1 − 1)
= 1 +
NK−1
e +NK−1 − 1
(
1
N
+ · · ·+ 1
NK−1
)
= d1(, δ1()). (73)
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• Shared randomness is needed (α1(, δ) > 0):
For any α1(, δ) > 0, we have
1
N − 1 >
e +NK−1 − 1
NK−1 − 1 δ. (74)
Then, the download cost in (72) can be re-expressed as
D(, δ) = 1 +
1
N − 1 −
e
e +NK−1 − 1 ×
e +NK−1 − 1
NK−1 − 1 δ = 1 +
NK−1 − 1
(N − 1)(e +NK−1 − 1)
= 1 +
1
N − 1 −
δe
NK−1 − 1 = d1(, δ). (75)
Both cases in (73) and (75) yield the upper bound in (17) for the download cost of AL-PIR and
prove Theorem 1.
5 Proof of Theorem 2 : Lower Bound on D∗(, δ)
Without loss of generality, assume the requested message is W1. We can bound D
∗(, δ) as follows
D∗(, δ) =
∑N
n=1H(A
(1)
n )
L
≥
H(A
(1)
[1:N ])
L
≥
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
. (76)
To further bound D∗(, δ), we first state the following two lemmas. Proofs of both lemmas
can be found in the appendices. In Lemma 4, we introduce the relation between the entropy of
answers downloaded to retrieve different messages given a certain message. We emphasize that,
under perfect privacy definitions, the entropy should be exactly the same regardless of the requested
message,
H(A(k1)n |Wk1 , Q(k1)n ) = H(A(k2)n |Wk1 , Q(k2)n ), ∀k1 6= k2, n ∈ [1 : N ]. (77)
However, this does not hold under the −user privacy definition.
Lemma 4 Under the −user privacy definition, for any k1 and k2 ∈ [1 : K] and a non-negative
constant , we have the following inequality
H(A(k1)n |Wk1 , Q(k1)n ) ≥
1
e
H(A(k2)n |Wk1 , Q(k2)n ), ∀k1 6= k2, n ∈ [1 : N ]. (78)
Using Lemma 4, we get the following recursion lemma.
Lemma 5 For k ∈ [2,K], we have
H(A
(k)
[1:N ]|W[1:k−1], Q
(k)
[1:N ]) ≥ (1− o(L))L+
1
Ne
H(A
(k+1)
[1:N ] |W[1:k], Q
(k+1)
[1:N ] ). (79)
24
Using Lemmas 4, and 5, we bound H(A
(1)
[1:N ]|Q
(1)
[1:N ]) as follows
H(A
(1)
[1:N ]|Q
(1)
[1:N ]) = H(W1, A
(1)
[1:N ]|Q
(1)
[1:N ])−H(W1|A
(1)
[1:N ], Q
(1)
[1:N ])
(a)
= H(W1, A
(1)
[1:N ]|Q
(1)
[1:N ])− o(L)L
= H(W1|Q(1)[1:N ]) +H(A
(1)
[1:N ]|W1, Q
(1)
[1:N ])− o(L)L
(b)
= (1− o(L))L+H(A(1)[1:N ]|W1, Q
(1)
[1:N ])
≥ (1− o(L))L+H(A(1)n |W1, Q(1)[1:N ])
(c)
= (1− o(L))L+H(A(1)n |W1, Q(1)n )
(d)
≥ (1− o(L))L+ 1
e
H(A(2)n |W1, Q(2)n ), (80)
where (a) is due to the correctness property in (4), (b) follows from the fact that the message
content is independent of queries, (c) comes from the fact that the answer A
(1)
n is conditionally
independent of the queries submitted to other DBs given the query Q
(1)
n , whereas (d) comes from
Lemma 4. The addition of the previous relation over all possible n’s gives us the following
NH(A
(1)
[1:N ]|Q
(1)
[1:N ]) ≥ N(1− o(L))L+
1
e
N∑
n=1
H(A(2)n |W1, Q(2)n ). (81)
Dividing by N ,
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
≥ (1− o(L))L+ 1
Ne
N∑
n=1
H(A(2)n |W1, Q(2)n )
≥ (1− o(L))L+ 1
Ne
N∑
n=1
H(A(2)n |W1, Q(2)[1:N ])
≥ (1− o(L))L+ 1
Ne
H(A
(2)
[1:N ]|W1, Q
(2)
[1:N ])
(a)
= (1− o(L))L+ 1
Ne
H(A
(2)
[1:N ]|W1, Q
(2)
[1:N ]) +
1
Ne
H(W2|A(2)[1:N ],W1, Q
(2)
[1:N ])−
o(L)L
Ne
=(1− o(L))L+ 1
Ne
H(W2, A
(2)
[1:N ]|W1, Q
(2)
[1:N ])−
o(L)L
Ne
= (1− o(L))L+ 1
Ne
H(W2|W1, Q(2)[1:N ]) +
1
Ne
H(A
(2)
[1:N ]|W1,W2, Q
(2)
[1:N ])−
o(L)L
Ne
(b)
= (1− o(L))L+ 1
Ne
L+
1
Ne
H(A
(2)
[1:N ]|W1,W2, Q
(2)
[1:N ])−
o(L)L
Ne
= (1− o(L))L+ 1
Ne
(1− o(L))L+ 1
Ne
H(A
(2)
[1:N ]|W1,W2, Q
(2)
[1:N ]), (82)
where (a) comes from the correctness property in (4), and (b) is due to the message independence.
Following the same iterative process used in [7], and invoking the recursion property in Lemma 5,
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we get
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
≥ (1 + 1
Ne
+ · · ·+ 1
(Ne)K−1
)(1− o(L))L+ 1
(Ne)K−1
H(A
(K)
[1:N ]|W[1:K], Q
(K)
[1:N ])
(a)
= (1− o(L))L+ (Ne
)K−1 − 1
(Ne)K−1(Ne − 1) (1− o(L))L+
1
(Ne)K−1
H(A
(K)
[1:N ]|W[1:K], Q
(K)
[1:N ]), (83)
where (a) follows from the rule of finite sum of geometric series. Under the L-PIR model presented
in [55], the term H(A
(K)
[1:N ]|W[1:K], Q
(K)
[1:N ]) is replaced by zero as answers are functions of only the K
messages. However, this does not hold in the presence of common randomness. From the δ−DB
privacy definition in (6), we get the following:
H(A
(K)
[1:N ]|W[1:K], Q
(K)
[1:N ]) = H(A
(K)
[1:N ]|W[1:K−1], Q
(K)
[1:N ])− I(WK ;A
(K)
[1:N ]|W[1:K−1], Q
(K)
[1:N ])
(a)
= H(A
(K)
[1:N ]|W[1:K−1], Q
(K)
[1:N ])−H(WK)
= H(A
(K)
[1:N ]|Q
(K)
[1:N ])− I(A
(K)
[1:N ];W[1:K−1]|Q
(K)
[1:N ])−H(WK)
= H(A
(K)
[1:N ]|Q
(K)
[1:N ])− I(A
(K)
[1:N ], Q
(K)
[1:N ];W[1:K−1])−H(WK)
≥ H(A(K)[1:N ]|Q
(K)
[1:N ])− δL− L, (84)
where (a) follows since all messages are independent and WK is a deterministic function of A
(K)
[1:N ].
By symmetry, we can assume that H(A
(1)
[1:N ]|Q
(1)
[1:N ]) = H(A
(K)
[1:N ]|Q
(K)
[1:N ]). Then,
H(A
(K)
[1:N ]|W[1:K], Q
(K)
[1:N ]) ≥ H(A
(1)
[1:N ]|Q
(1)
[1:N ])− δL− L. (85)
Since H(A
(K)
[1:N ]|W[1:K], Q
(K)
[1:N ]) ≥ 0, we obtain
H(A
(K)
[1:N ]|W[1:K], Q
(K)
[1:N ]) ≥ max
(
0, H(A
(1)
[1:N ]|Q
(1)
[1:N ])− δL− L
)
. (86)
Next, we can express (83) using (86) as
H(A
(1)
[1:N ]|Q
(1)
[1:N ]) ≥
(1 +
(Ne)K−1 − 1
(Ne)K−1(Ne − 1))(1− o(L))L+
1
(Ne)K−1
max
(
0, H(A
(1)
[1:N ]|Q
(1)
[1:N ])− δL− L
)
. (87)
Dividing by L and allowing it to approach ∞, we get
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
≥ 1 + (Ne
)K−1 − 1
(Ne)K−1(Ne − 1) +
1
(Ne)K−1
max
0, H(A(1)[1:N ]|Q(1)[1:N ])
L
− δ − 1
 .
(88)
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Following (88), the following two inequalities are true
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
≥ 1 + (Ne
)K−1 − 1
(Ne)K−1(Ne − 1) and, (89)
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
≥ 1 + (Ne
)K−1 − 1
(Ne)K−1(Ne − 1) +
1
(Ne)K−1
(
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
− δ − 1). (90)
The inequality in (90) can be rearranged as
(Ne)K−1 − 1
(Ne)K−1
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
≥ 1 + (Ne
)K−1 − 1
(Ne)K−1(Ne − 1) −
1
(Ne)K−1
(δ + 1)
=
(Ne)K−1 − 1
(Ne)K−1
+
(Ne)K−1 − 1
(Ne)K−1(Ne − 1) −
δ
(Ne)K−1
,
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
≥ 1 + 1
Ne − 1 −
δ
(Ne)K−1 − 1 . (91)
From (89) and (91), we get
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
≥ max
(
1 +
(Ne)K−1 − 1
(Ne)K−1(Ne − 1) , 1 +
1
Ne − 1 −
δ
(Ne)K−1 − 1
)
. (92)
Substituting by (92) in (76), we can lower bound D∗(, δ) as
D∗(, δ) ≥
H(A
(1)
[1:N ]|Q
(1)
[1:N ])
L
≥ DLB(, δ)
= max
(
1 +
(Ne)K−1 − 1
(Ne)K−1(Ne − 1) , 1 +
1
Ne − 1 −
δ
(Ne)K−1 − 1
)
. (93)
For a fixed , DLB(, δ) is monotonically decreasing in δ until we reach δ = δ2() =
(Ne)K−1−1
(Ne−1)(Ne)K−1
at which
1 +
(Ne)K−1 − 1
(Ne)K−1(Ne − 1) = 1 +
1
Ne − 1 −
δ
(Ne)K−1 − 1 . (94)
After this point, DLB(, δ) is fixed at the value 1 + (Ne
)K−1−1
(Ne)K−1(Ne−1) . Then, we can alternatively
represent DLB(, δ) as
D∗(, δ) ≥ DLB(, δ) =
1 +
1
Ne−1 − δ(Ne)K−1−1 = d2(, δ), 0 ≤ δ < δ2(),
1 + (Ne
)K−1−1
(Ne)K−1(Ne−1) = d2(, δ2()), δ ≥ δ2().
(95)
This proves the lower bound on D∗(, δ) in Theorem 2.
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5.1 Required amount of shared randomness
In this section, we prove the lower bound in Theorem 2 on the required amount of shared randomness
to achieve the minimum download cost derived in (93). From the δ−DB privacy in (6), given a
requested message Wk, we get
δL ≥ I(A(k)[1:N ], Q
(k)
[1:N ];W[1:K]\k)
= I(A
(k)
[1:N ];W[1:K]\k|Q
(k)
[1:N ])
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])−H(A
(k)
[1:N ]|W[1:K]\k, Q
(k)
[1:N ])
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])−H(Wk, A
(k)
[1:N ]|W[1:K]\k, Q
(k)
[1:N ]) +H(Wk|A
(k)
[1:N ],W[1:K]\k, Q
(k)
[1:N ])
(a)
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])−H(Wk, A
(k)
[1:N ]|W[1:K]\k, Q
(k)
[1:N ]) + o(L)L
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])−H(Wk|W[1:K]\k, Q
(k)
[1:N ])−H(A
(k)
[1:N ]|W[1:K], Q
(k)
[1:N ]) + o(L)L
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])− L−H(A
(k)
[1:N ]|W[1:K], Q
(k)
[1:N ]) + o(L)L
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])− (1− o(L))L−H(A
(k)
[1:N ]|W[1:K], S,Q
(k)
[1:N ])− I(S;A
(k)
[1:N ]|W[1:K], Q
(k)
[1:N ])
(b)
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])− (1− o(L))L− I(S;A
(k)
[1:N ]|W[1:K], Q
(k)
[1:N ])
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])− (1− o(L))L−H(S|W[1:K], Q
(k)
[1:N ]) +H(S|A
(k)
[1:N ],W[1:K], Q
(k)
[1:N ])
(c)
= H(A
(k)
[1:N ]|Q
(k)
[1:N ])− (1− o(L))L−H(S) +H(S|A
(k)
[1:N ],W[1:K], Q
(k)
[1:N ])
≥ H(A(k)[1:N ]|Q
(k)
[1:N ])− (1− o(L))L−H(S), (96)
where (a) follows from the correctness property, (b) comes from the fact that answers are function
of the K messages and the common randomness S, and (c) is because the common randomness S
is independent of the K messages. Dividing by L, allowing it to approach ∞, and substituting by
(91) in (96), we get
δ ≥ 1 + 1
Ne − 1 −
δ
(Ne)K−1 − 1 − 1−
H(S)
L
=
1
Ne − 1 −
δ
(Ne)K−1 − 1 −
H(S)
L
. (97)
Rearranging the inequality, we get the following bound on α(, δ),
H(S)
L
= α(, δ) ≥ 1
Ne − 1 −
δ
(Ne)K−1 − 1 − δ, (98)
which is also a valid bound on the optimal common randomness α∗(, δ). Then, following that
α∗(, δ) ≥ 0, we obtain the following bound,
α∗(, δ) ≥ α2(, δ) = max
(
0,
1
Ne − 1 −
(Ne)K−1
(Ne)K−1 − 1δ
)
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= 1Ne−1 −
(Ne)K−1
(Ne)K−1−1 δ, 0 ≤ δ < δ2(),
0, δ > δ2(),
(99)
which completes the proof of the lower bound on the optimal common randomness size in Theorem 2.
6 Conclusions
We studied the AL-PIR problem that relaxes the perfect privacy requirements for both user and DB
privacy. The allowed leakage is asymmetric allowing for different privacy leakage in each direction.
We showed that allowing privacy leakage provides an opportunity to improve the optimal download
cost. We introduced an AL-PIR scheme that gives an upper bound on the optimal download cost
for arbitrary leakage budgets. We investigated possible tradeoffs that stem by adjusting the level
of privacy at both user and DB sides. We further obtained a lower bound on the download cost
and showed that the multiplicative gap between the upper and lower bounds is bounded by N−e
−
N−1 ,
i.e., our AL-PIR scheme is optimal for perfect user privacy,  = 0, and is optimal within a gap of
at most NN−1 for any .
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Appendix A Proof of Corollary 1
We first notice that for any  > 0, we have δ1() ≥ δ2(). This follows as we can express d1(, δ1()) =
1+δ1() and d2(, δ2()) = 1+δ2(). Then, from Theorems 1 and 2 and for any δ ≥ max (δ1(), δ2()),
D∗(, δ) can be bounded as follows
1 + δ2() = d2(, δ2()) = D
LB(, δ) ≤ D∗(, δ) ≤ DUB(, δ) = d1(, δ1()) = 1 + δ1(), (100)
which proves that δ1() must be greater than or equal δ2() for any value of  ≥ 0.
Following that, we can write the multiplicative gap ratio between the upper and lower bounds
on D∗(, δ) given in (17) and (20) as follows:
DUB(, δ)
DLB(, δ)
=

γ1()−γ2()δ
γ3()−γ4()δ , δ < δ2(),
γ1()−γ2()δ
γ3()−γ4()δ2() , δ2() ≤ δ < δ1(),
γ1()−γ2()δ1()
γ3()−γ4()δ2() , δ ≥ δ1(),
(101)
where we have γ1() = 1+
1
N−1 , γ2() =
e
NK−1−1 , γ3() = 1+
1
Ne−1 , and γ4() =
1
(Ne)K−1−1 . Then,
we can upper bound (101) as follows,
DUB(, δ)
DLB(, δ)
≤

γ1()−γ2()δ
γ3()−γ4()δ , δ < δ2(),
γ1()−γ2()δ2()
γ3()−γ4()δ2() , δ ≥ δ2().
(102)
For any δ, we have the bound γ1()−γ2()δγ3()−γ4()δ ≤
γ1()
γ3()
valid when γ1()γ4()γ2()γ3() ≤ 1. We can prove that
γ1()γ4()
γ2()γ3()
≤ 1 in the following:
γ1()γ4()
γ2()γ3()
=
(1 + 1N−1)
1
(Ne)K−1−1
(1 + 1Ne−1)
e
NK−1−1
=
NK−1−1
N−1
(Ne)K−1−1
Ne−1
.e−2 =
∑K−2
k=0 N
k∑K−2
k=0 (Ne
)k
.e−2 ≤ e−2 ≤ 1, (103)
for any  ≥ 0 with equality when  = 0. Eventually, we can bound the multiplicative gap ratio for
any value of δ as
DUB(, δ)
DLB(, δ)
≤ γ1()
γ3()
=
1 + 1N−1
1 + 1Ne−1
=
N − e−
N − 1 . (104)
Appendix B Proof of Lemma 4
Assume that A
(k1)
n the answer of any DBn, given any requested message k1 ∈ [1 : K], can take
one of T different structures. Each of them is requested by a certain query, i.e., Q
(k1)
n also takes T
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different forms. Let pit and γ(pit) be the t
th form that Q
(k1)
n and A
(k1)
n can take, respectively. Then,
H(A
(k1)
n |Wk1 , Q(k1)n ) can be written as
H(A(k1)n |Wk1 , Q(k1)n ) =
T∑
t=1
Pr(Q(k1)n = pit)H(A
(k1)
n |Wk1 , Q(k1)n = pit)
=
T∑
t=1
Pr(Q(k1)n = pit)H(A
(k1)
n = γ(pit)|Wk1)
(a)
=
T∑
t=1
Pr(Q(k1)n = pit)H(A
(k2)
n = γ(pit)|Wk1)
(b)
≥
T∑
t=1
e− Pr(Q(k2)n = pit)H(A
(k2)
n = γ(pit)|Wk1)
=
1
e
T∑
t=1
Pr(Q(k2)n = pit)H(A
(k2)
n = γ(pit)|Wk1)
=
1
e
T∑
t=1
Pr(Q(k2)n = pit)H(A
(k2)
n = γ(pit)|Wk1 , Q(k2)n = pit)
=
1
e
H(A(k2)n |Wk1 , Q(k2)n ), (105)
where (a) follows from the fact that the entropy of certain answer structure γ(pit) is independent
of the requested message, it only depends on the query form pit. Whereas, (b) comes from the
definition in (9) and the corresponding interpretation in (57).
Appendix C Proof of Lemma 5
We can bound H(A
(k)
[1:N ]|W[1:k−1], Q
(k)
[1:N ]) as follows:
H(A
(k)
[1:N ]|W[1:k−1], Q
(k)
[1:N ])
(a)
= H(A
(k)
[1:N ]|W[1:k−1], Q
(k)
[1:N ]) +H(Wk|A
(k)
[1:N ],W[1:k−1], Q
(k)
[1:N ])− o(L)L
= H(Wk, A
(k)
[1:N ]|W[1:k−1], Q
(k)
[1:N ])− o(L)L
= H(Wk|W[1:k−1], Q(k)[1:N ]) +H(A
(k)
[1:N ]|W[1:k], Q
(k)
[1:N ])− o(L)L
= L+H(A
(k)
[1:N ]|W[1:k], Q
(k)
[1:N ])− o(L)L
= (1− o(L))L+H(A(k)[1:N ]|W[1:k], Q
(k)
[1:N ])
≥ (1− o(L))L+H(A(k)n |W[1:k], Q(k)[1:N ])
(b)
= (1− o(L))L+H(A(k)n |W[1:k], Q(k)n ), ∀n ∈ [1 : N ], (106)
where (a) is due to the correctness property in (4), and (b) comes from the fact that the answer
A
(k)
n is conditionally independent of the queries submitted to other DBs given the query Q
(k)
n . By
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adding the relation in (106) over all possible n’s and dividing by N , we get the following:
H(A
(k)
[1:N ]|W[1:k−1], Q
(k)
[1:N ]) ≥ (1− o(L))L+
1
N
N∑
n=1
H(A(k)n |W[1:k], Q(k)n )
(a)
≥ (1− o(L))L+ 1
Ne
N∑
n=1
H(A(k+1)n |W[1:k], Q(k+1)n )
= (1− o(L))L+ 1
Ne
N∑
n=1
H(A(k+1)n |W[1:k], Q(k+1)[1:N ] )
≥ (1− o(L))L+ 1
Ne
H(A
(k+1)
[1:N ] |W[1:k], Q
(k+1)
[1:N ] ), (107)
where (a) follows using similar steps as in the proof of Lemma 4.
Appendix D Proof of Proposition 3
Here, we prove the bound in proposition 3 for N = 1. We show that the relaxed privacy conditions
have no benefits when there is only one database even if we ignore the DB privacy leakage constraint
(δ = K − 1). Assuming that the requested message is W1, we lower bound D,δ as follows:
D,δ = H(A
(1)
1 ) ≥ H(A(1)1 |Q(1)1 )
= H(W1, A
(1)
1 |Q(1)1 )−H(W1|A(1)1 , Q(1)1 )
(a)
= H(W1|Q(1)1 ) +H(A(1)1 |W1, Q(1)1 )− o(L)L
= (1− o(L))L+H(A(1)1 |W1, Q(1)1 ), (108)
where (a) follows the correctness property in (4). Let there be T different structures, pi1, . . . , piT ,
the query sent to the databases can take. For each structure pit, t ∈ [1 : T ], the answer is on the
form of γ(pit) then we get, for j ∈ [2 : K],
H(A
(1)
1 |W1, Q(1)1 )−H(A(j)1 |W1, Q(j)1 )
=
(
H(A
(1)
1 ,W1|Q(1)1 )−H(W1|Q(1)1 )
)
−
(
H(A
(j)
1 ,W1|Q(j)1 )−H(W1|Q(j)1 )
)
(
H(A
(1)
1 ,W1|Q(1)1 )−H(W1)
)
−
(
H(A
(j)
1 ,W1|Q(j)1 )−H(W1)
)
= H(A
(1)
1 ,W1|Q(1)1 )−H(A(j)1 ,W1|Q(j)1 )
= H(A
(1)
1 |Q(1)1 ) +H(W1|A(1)1 , Q(1)1 )−H(A(j)1 |Q(j)1 )−H(W1|A(j)1 , Q(j)1 )
(a)
= H(A
(1)
1 |Q(1)1 ) + o(L)−H(A(j)1 |Q(j)1 )−
T∑
t=1
Pr(Q
(j)
1 = pit)H(W1|A(j)1 , Q(j)1 = pit)
= H(A
(1)
1 |Q(1)1 ) + o(L)−H(A(j)1 |Q(j)1 )−
T∑
t=1
Pr(Q
(j)
1 = pit)H(W1|A(j)1 = γ(pit)), (109)
where (a) also comes from (4). We emphasize from the user privacy constraint in (9) that all queries
or structures must be requested with non-zero probability, otherwise the constraint in (9) can not
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be met. This dictates that γ(pit), the answer of any structure pit, has to fulfill the decodability
conditions, i.e.,
H(W1|A(1)1 = γ(pit)) = o(L). (110)
As the form of the answer γ(pit) is the same regardless of the requested message, this implies that
H(W1|A(j)1 = γ(pit)) = H(W1|A(1)1 = γ(pit)) = o(L). (111)
From (109) and (111), we get the following
H(A
(1)
1 |W1, Q(1)1 ) = H(A(j)1 |W1, Q(j)1 ) +H(A(1)1 |Q(1)1 )−H(A(j)1 |Q(j)1 ). (112)
Assuming the symmetry across all messages, we have
H(A
(1)
1 |Q(1)1 ) = H(A(j)1 |Q(j)1 ), ∀j ∈ [2 : K]. (113)
Using this fact, we have
H(A
(1)
1 |W1, Q(1)1 ) = H(A(j)1 |W1, Q(j)1 ), ∀j ∈ [2 : K]. (114)
This allows us to write D,δ as follows
D,δ ≥ (1− o(L))L+H(A(2)1 |W1, Q(2)1 )
= (1− o(L))L+H(W2, A(2)1 |W1, Q(2)1 )−H(W2|A(2)1 ,W1, Q(2)1 )
= (1− o(L))L+H(W2, A(2)1 |W1, Q(2)1 )− o(L)L
= (1− 2o(L))L+H(W2|Q(2)1 ) +H(A(2)1 |W1,W2, Q(2)1 )
= 2(1− o(L))L+H(A(2)1 |W1,W2, Q(2)1 ). (115)
Completing the proof inductively using equations (109) to (114), we get
D,δ ≥ (K − 1)(1− o(L))L+H(A(K)1 |W[1:K−1], Q(K)1 )
= (K − 1)(1− o(L))L+H(WK , A(K)1 |W[1:K−1], Q(K)1 )−H(WK |A(K)1 ,W[1:K−1], Q(K)1 )
= (K − 1)(1− o(L))L+H(WK , A(K)1 |W[1:K−1], Q(K)1 )− o(L)
(a)
= (K − 1)(1− o(L))L+H(WK |W[1:K−1], Q(K)1 ) +H(A(K)1 |W[1:K−1], Q(K)1 )− o(L)
≥ K(1− o(L))L, (116)
where (a) comes from the fact that the answer must be a function of the K messages. Dividing by
L and taking the limit L→∞, we arrive at the desired lower bound:
D∗(, δ) ≥ K. (117)
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